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Edge Computing and Learning 1

Philippe Lalanda 2

1 Introduction 3

The massive deployment of intelligent and communicating objects in our living 4

environments generates immense quantities of data, unmatched in the past (Becker 5

et al. 2019). This data, collected on the field, provides past, present and future infor- 6

mation on physical phenomena and running infrastructures, but also on activities and 7

behaviour of people. This information, which can be sensitive and private, must be 8

secured so that it cannot be acquired by parties not entitled to it. This is for example 9

the case for data related to individuals, such as medical data or location data, but also 10

for confidential data concerning organizations, whether private or governmental. 11

Many of these smart objects are now connected to information systems through 12

successive gateways and networks. This makes it possible to set up new high 13

value-added services allowing, for example, to bring more flexibility to production 14

activities, to better monitor the health of patients, or to set up more intelligent living 15

spaces like smart cities, smart homes, or smart stations. It is safe to assume that most 16

leading-edge companies could no longer do without this information. 17

Today, information systems are often located in cloud data centers. This implies 18

constant and costly communications between connected objects and data centers 19

that are usually located at a great distance. This architectural solution does not 20

scale well and is challenged by the massive increase in data to be transported and 21

stored in the cloud. Also, it appears that, in many cases, data is badly identified and 22

looses its relevance rather quickly. Essentially, the data is kept for fear of losing 23

important information. This only further clutters the communication channels and 24

storage devices. 25
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In fact, with the installation of tens of billions of connected objects, it is simply 26

not appropriate to upload all the data that can be collected on the field to cloud 27

data centers. There are several reasons for this. First, this architecture leads to a 28

central collection of data, which is problematic for privacy-sensitive users. Also, this 29

approach is very expensive. For instance, running a single Amazon EC2 instance of 30

type “a1.2xlarge” with 8 cores and 16 GiB RAM costs 0.23 dollar per hour. Finally, 31

in addition to that, recent trends in pervasive computing, like augmented reality and 32

machine learning for instance, increase the number of applications that require fast 33

processing of large amounts of data captured by devices. Analysing this data in the 34

cloud does not meet the response time requirements of these applications due to 35

the high communication latency between the devices and the cloud infrastructure 36

(Sarkar et al. 2018). The same applies for highly interactive applications or games 37

that require fast responses (Choy et al. 2012). 38

This major evolution, in both the amount of data and the application needs, 39

has marked the end of all-cloud solutions and the inevitable emergence of more 40

decentralized architectures where computations are done near the data sources. This 41

new architectural approach is based on edge computing (Shi and Dustdar 2016; 42

Garcia Lopez et al. 2015; Vaquero and Rodero-Merino 2015; Varghese et al. 2016), 43

which refers to all the enabling technologies allowing computation to be performed 44

at the edge of the network. It can be defined as any computing and network resources 45

along the path between data sources and cloud infrastructures (Shi and Dustdar 46

2016; Shi et al. 2016). Typical resource providers in edge computing environments 47

are electronic boxes of various types, personal computers, HMIs, smartphones, 48

and even more powerfull “regional” servers, attached to cellular base stations for 49

instance, that are in the close vicinity of the data sources. As we will see in more 50

details, edge computing improves latency and security. It also leads to a better 51

utilization of existing hardware (e.g., unused office PCs) (Hasan et al. 2015; Miluzzo 52

et al. 2012) and economic benefits for both consumers and providers (Miluzzo et al. 53

2012; Fernando et al. 2012). 54

The aim of this chapter is to study this trend towards more distributed archi- 55

tectures and to study the associated software challenges. It is also to present a 56

second major trend, namely the use of AI techniques on the edge. We will see that 57

the effects of this second major evolution are profound. They call into question 58

the software techniques currently used for the development and deployment of 59

pervasive applications. This chapter is organized as follows. First, the notion of 60

edge is defined and illustrated with examples from different pervasive spaces. Then, 61

the main challenges related to the implementation of pervasive applications on the 62

edge are presented. The solutions provided by the current pervasive platforms will 63

then be detailed. Finally, we will turn to the notion of machine learning on the edge. 64

We will show the main challenges at the different stages of the application lifecycle 65

and outline some solutions currently being explored. 66
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2 Edge Computing in Pervasive Computing 67

2.1 Principles and Examples 68

As introduced, edge computing is not a technique per se, but rather an architectural 69

pattern that aims to decentralize calculations and data management as close as pos- 70

sible to the field devices. This decentralization is done opportunistically according 71

to the available machines in the vicinity of the data sources and to the available 72

networks. This results in very varied and often heterogeneous software architectures. 73

The availability of appropriate resources is highly dependent on the domains, but 74

also on technological opportunities. For example, in the Telco domain, the massive 75

deployment of cellular based stations has made possible the development of MEC 76

(multi-access edge computing) where new services for specific customers or classes 77

of customers are now installed. 78

The use of edge computing is now a reality in many areas such as smart 79

homes, smart buildings, smart cities, smart cars, or smart manufacturing. Let us 80

take two examples to illustrate this point. Let us start with the smart home domain 81

which is informative and illustrative. A smart home is a house or an apartment 82

equipped with electronic devices providing sensing and actuating capabilities. 83

Although most existing homes were not designed to be smart, the emergence of 84

low consumption wireless devices has allowed the easy instrumentation of homes 85

and the development of increasingly intelligent services. These services, however, 86

are characterized by stringent requirements regarding security, response times or 87

interaction facilities. For example, the detection of a fall must be done as soon as 88

possible and should not be revealed to unauthorized persons. Also, in general, it is 89

often necessary to have smooth interactions with the inhabitants to allow a good 90

acceptance of the technology, which implies very short response times. 91

There is actually no shortage of computer resources in smart homes. Precisely, 92

depending on the configuration, the edge infrastructure can include the following 93

elements (see Fig. 1): 94

• smart communication-enable devices capable of hosting significant pieces of 95

code like some connected cameras for example, 96

Fig. 1 Smart Home Computing resources
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• electronic appliances like Internet or TV boxes. Such boxes host more and more 97

applications related, for instance, to home automation or to the safety or well- 98

being of people. 99

• vocal assistants are getting more and more popular and can also host applications 100

just like boxes. 101

• laptop or desktop computers. Such computers can also run various comfort, 102

security or automation applications. WiFi signals between Internet boxes and 103

personal computers can even be used to detect movements or identify people. 104

• smartphones and tablets. Such devices, more and more powerful, are able to 105

run the above mentioned applications but also resource intensive games or 106

augmented reality functions. 107

• telecom dispatchers located in the close neighborhood. Such equipment is 108

regularly upgraded by the operators to accommodate more and more network 109

functions but also applications. They can, for example, perform added-value 110

analytic on the electrical, gas or water consumption in a house. 111

It should be noted that edge computers are not just about CPU performances. 112

They must integrate various communication protocols, wired or wireless, and 113

advanced middleware to support the deployment, execution and adaptation of 114

applications. We will come back to this fundamental point later in this chapter. 115

Let us now turn to a second example, Industry 4.0. The purpose of this initiative 116

is to bring together new technologies and production processes to enable the 117

emergence of smart, connected manufacturing. The term, coined in 2011 by a 118

government-funded German project, refers to what could be the fourth industrial 119

revolution (Forschungsunion 2013). Industry 4.0 envisions new production tech- 120

niques, new materials, and the generalized adoption of digital technologies. We 121

focus here on the latter point, and in particular on the adoption of dense and 122

pervasive networks of sensors and actuators in industrial environments in order to 123

complement existing devices and systems. The generalized use of sensors/actuators 124

allows the integration of field devices controlling operations on a plant floor and 125

supervision systems, usually located in IT facilities. Among many benefits, such 126

integration allows the systematic oversight and improvement of production activities 127

and resource management and an overall increase in safety and sustainability of 128

production systems. It also leads to more flexibility in production processes, which 129

can be reconfigured to meet changing demands and enable novel products. 130

Given this new context, the notion of edge is now prevalent in manufacturing 131

production environments. These environments are characterized by a great hetero- 132

geneity, but we can nevertheless identify some common computing nodes that can 133

host edge-type functions (see Fig. 2). This is the case for example of the following 134

elements: 135

• desktop computers. Such computers are usually quite numerous in the plant floor 136

and not used at full power. They can house various analytic allowing to follow 137

and possibly adjust the processes in progress. 138

• smartphone and tablets. These devices are now heavily used in the plant floor, 139

in particular to run augmented reality applications in order to get information 140

without opening any industrial box for instance. 141
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Fig. 2 Smart Manufacturing resources

• HMI devices. These appliances are very present in production environments and 142

constitute prime computing and storage resources. They are often quite powerful 143

and, above all, are usually connected to a number of production equipment via 144

integrated fieldbus connectors. 145

• IT servers. Several major software packages, such as MES (Manufacturing 146

Execution System), ERP (Enterprise resource Planing) or SCADA (Supervisory 147

Control and Data Acquisition), run on servers located near the automation 148

islands, usually in the same building. These servers are increasingly used to 149

deploy new software functions. 150

It is very interesting to note that the new sensors integrated on the plant floor 151

must not interfere with the control functions. They provide different information that 152

allows, for example, to set up analytics or to better configure manufacturing devices 153

(Lalanda et al. 2017), but they are not intended to replace the current controllers like 154

PLCs (Programmable Logic Controllers) for instance. 155

There are many other areas today where edge infrastructures are put in place 156

successfully. For instance, autonomous vehicles rely more and more on edge 157

resources in order to process big amount of data in real time. Data collected 158

from in-vehicle sensors are processed locally in order to reduce latency and to 159

deal with intermittent network connection. Also, autonomous vehicles are able to 160

opportunistically use edge servers located in the vicinity to offload some computing 161

or receive software updates. In another very popular domain, content delivery 162

networks have deployed servers situated close to the users in order to allow rapid 163

loading of websites and to support smooth video streaming. 164

2.2 Terminology 165

The great diversity of the domains and their use of the edge have led to the 166

introduction of particular terminologies. In particular, the terms device edge, far 167

edge and near edge are often used today: 168
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• The Device edge, also called the IoT (Internet of Things) edge, includes low 169

to medium power computers, directly connected to sensors/actuators by non- 170

Internet protocols like field buses or WiFi. They correspond for instance to 171

Internet boxes and smartphones in a smart home, or HMI and tablets in a smart 172

plant. These are the elements closest to data sources and are usually provide ultra 173

low latency and high throughput. Due to their geographical location, they provide 174

optimal conditions for managing data security. 175

• The Far Edge, also called user edge, corresponds to powerful computing 176

infrastructures that are deployed purposefully in the vicinity of the data sources, 177

typically within a distance of some kilometers. They usually provide low latency, 178

good throughput and also high scalability. For example, telecom companies may 179

deploy far edge facilities in the cell phone towers they own, near the mobile base 180

stations. Such infrastructures can also be found in large factories, big shopping 181

centers or smart buildings. Far edge computers are designed to run resource- 182

intensive applications that are specific to the location in which they are deployed. 183

• The Near Edge, also called enterprise edge, corresponds very powerful com- 184

puting infrastructures that are deployed in a central location, usually connected 185

to one of several Far Edge facilities. In fact, they look like small data centers 186

designed to run generic services needed by the applications deployed on Device 187

or Far edges. They generally provide very large computing and storage capaci- 188

ties. 189

It clearly appears here that the notion of edge covers a great diversity of locations 190

and technologies. Edge infrastructures are actually installed in order to meet the 191

needs but also to the financial resources of the owner companies. Typically, Near 192

Edge infrastructures are only set up and managed by large companies that can 193

afford to own them. Gaming, Live video streaming applications are good examples 194

of applications that require the installation of advanced infrastructures both in the 195

Near and Far edges. 196

3 Edge Pervasive Applications 197

Executing services at the edge and managing their life cycle is however challenging 198

due to the dynamic, heterogeneous, and stochastic nature of the pervasive computing 199

environments. This is further complicated by the fact that some edge computers 200

have limited resources that must be managed explicitly. In addition, developers 201

and administrators can no longer benefit from advanced services provided by cloud 202

infrastructures and must use edge-specific tools that are often less sophisticated. As 203

we will see here, there is nevertheless a rapid and significant improvement in these 204

tools, often inspired by those previously developed for the cloud. 205
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3.1 Challenges 206

3.1.1 Application Design 207

A first challenge, of course, is the definition of distributed architectures where 208

computation and data management are appropriately distributed between devices, 209

edge resources and cloud data centers. Such architectures are dependent on the 210

targeted applications and are difficult to generalize from one domain to another. 211

Also, the optimal distribution of computational and data oriented components 212

may evolve over time. Today, there are a number of research works around 213

the dynamic and autonomic distribution of these architectural elements along a 214

device/edge/cloud continuum (Shi and Dustdar 2016). 215

Another issue is the design and implementation of applications, or parts of 216

applications, that are intended to be placed on edge machines. They are usually 217

executed on heterogeneous computers, often limited in terms of resources. This 218

imposes strong constraints on the development teams regarding the programming 219

language, the COTS (Components Off The Shelves) and the architectural patterns 220

that can be used. For instance, a language as popular as Java is not well suited 221

to constrained environments because of its heavy software stack. Similarly, some 222

communication middleware can be too costly in terms of memory footprint or CPU 223

required. These constraints concerning the tools and patterns that can be used also 224

extend to deployment, updates and monitoring activities. 225

3.1.2 Application Security 226

Security is a major concern for any pervasive system. It is true that, by nature, 227

edge computing considerably limits the transfer of data to remote servers, and 228

thus significantly reduces the risks of interception or tampering. But, in a way, the 229

security problems are partly transferred from the network to the edge computers, 230

which can result in centralized hotspots for data security. These machines must be 231

perfectly secure to counter any malicious attack. Remember that pervasive data, in 232

a house or a factory, betrays the activities and habits of the occupants and, as a 233

consequence, are highly prized. 234

Securing an edge computer, like a gateway for instance, is particularly costly 235

and has a profound impact on all enclosing developments. It is indeed a matter 236

of securing both the services provided by the computer (communication, mid- 237

dleware for execution, deployment, etc.) and all the applications. Concerning the 238

latter, all the internal software components and their interaction must be secured. 239

This requires specific architectural patterns and techniques, high-level skills and 240

often leads to long development times. Nevertheless, despite all these difficulties, 241

advanced security is a requirement that often comes first in many industries when it 242

comes to deploying applications on the edge (Lalanda et al. 2021). 243
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3.1.3 Application Data 244

Another major constraint is directly related to the quality, dynamism and hetero- 245

geneity of the data. Regarding quality, cleaning data is a critical first step since it can 246

be incomplete, uncertain or noisy. Pre-processing data is thus necessary to obtain 247

reliable and well presented data. In addition, some data is simply not available on 248

all environments or it may come and go depending on the availability of certain 249

sensors. Recovery mechanisms, sometimes complex, must be put in place at the 250

edge or a the applications levels to avoid crashes when data is not or no longer 251

available. This is generally more difficult than in the cloud where applications are 252

not directly connected to data sources but rather to databases. 253

The notion of data model, that is the way data is structured and named, is also 254

of major importance. In most domains, such as manufacturing, there are several 255

standards for data models, pushed by competing vendors. The correspondence 256

between data collected on a field bus, often identified by simple register numbers, 257

and a structured, symbolic data model has then to be done for each application or for 258

each edge machine. It is important to have tools that facilitate this rather technical 259

operation which consists in aligning data from communication frames, in Modbus 260

(see modbus.org) for instance, with higher level models, like OPC/UA for example 261

(see opcfoundation.org). 262

3.1.4 Application Context 263

Abstracting is a fundamental technique in software engineering and is particularly 264

important in edge computing. This allows applications to rely on high-level data 265

that matches their computational needs, and thus facilitates their programming and 266

management in general. Data models, introduced here before, provide a certain 267

level of abstraction which nevertheless remains limited since they usually focus 268

on a single device or on a single function. The notion of pervasive context, 269

introduced in the 1990s by Schilit et al. (1994), allows to aggregate and extend 270

information provided by different devices. Dey and Abowd define context as “any 271

information that can be used to characterize the situation of an entity. An entity is 272

a person, place, or object that is considered relevant to the interaction between a 273

user and an application, including the user and applications themselves” (Dey and 274

Abowd 1999). Contextual information thus covers various aspects related to users 275

(like localization, interaction, physiological parameters, or general expectations 276

and preferences), environments (like temperature, pressure, or CO2 levels), and 277

characteristics of the supporting computing infrastructure. 278

Collecting information to build a relevant, useful context and keeping it up to date 279

has proved to be particularly complex. In most cases, it is necessary to integrate 280

disparate devices, applications and network protocols in order to get the needed 281

information. Also, as previously said, pervasive environments are highly dynamic 282

and volatile. Devices can connect and disconnect without warning, quality of the 283

network connectivity can dramatically vary, and failures can happen anytime on 284

https://www.modbus.org
https://www.opcfoundation.org
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various system levels. A number of context management platforms with specific 285

properties have been introduced (see Becker et al. 2013 for instance) but research 286

on that topic is still going on. An open question regarding context, and by extension 287

data models, is to know whether its construction should be application-specific or 288

not. 289

3.1.5 Application Placement 290

Edge environments can be complex and composed of several computers, including 291

mobile ones. The question of placing applications on the right machine(s) is 292

therefore paramount. Note that the placement of tasks has always been crucial 293

in pervasive systems to meet requirements related to ed or energy consumption. 294

For instance, the completion time of a remote execution depends heavily on the 295

speed of the selected provider device. The choice of the offloading target happens 296

either statically or dynamically. An example for static placement is for instance 297

Clone2Clone (Kosta et al. 2013). In this approach, each provider serves a fixed set 298

of devices. Most offloading approaches, however, perform dynamic placement, i.e., 299

a separate choice of the executing provider for each offloadable part. 300

Dynamic offloading has been applied in a variety of distributed computing 301

paradigms including cluster and grid computing. Effective placement in grid 302

computing systems often requires some knowledge about context, which also makes 303

sense in edge environments. Context-aware placement gathers context information 304

about the surrounding computing environment and is therefore able to react to 305

changes. A context-aware placement approach can consider a number of context 306

dimensions such as provider performance (Jonathan et al. 2017) and reliability 307

(Edinger et al. 2017), system load (Ousterhout et al. 2013), task complexity 308

(Flinn et al. 2002), data size (Cicconetti et al. 2019) or bandwidth (Kosta et al. 309

2012). Motivated by these observations, several novel placement approaches like 310

Voltaire (Breitbach et al. 2021) apply ML to benefit from past experience. The core 311

advantage is that the placement approach adjusts itself to the current environment 312

and learns from past performance to improve continuously. Based on several input 313

features of an upcoming task, e.g., the corresponding application, the input data 314

size, the parameters, and the current system load, the ML-based approaches estimate 315

whether offloading is expected to be beneficial. 316

3.2 Pervasive Platforms 317

The most common solution today to face the challenges previously mentioned 318

is to use a specific platform, also called middleware, to host the applications. 319

Such middleware provides a development language adapted to the targeted domain 320

(pervasive in this case) as well as a set of technical services that are used, in more 321

or less transparent ways, by the applications. These services can concern any of the 322
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Fig. 3 Pervasive middleware

above issues like communication, data management, security, self-awareness or data 323

contextualization. Decoupling applications and technical services is a well-known 324

approach in software engineering, referred to as separation of concerns, which has 325

proven successful in many areas. It relieves programmers of complicated code by 326

moving it to the platform. This approach is illustrated by Fig. 3 where platform- 327

dependent services are built on top of the execution runtime. Various techniques can 328

be used to implement those services. 329

In the pervasive domain, numerous platforms have been developed and evaluated. 330

In the smart home domain for instance, let us mention iCasa (Lalanda and Hamon 331

2020), PCOM (Becker et al. 2004), AutoHome (Bourcier et al. 2011), DigiHome 332

(Romero et al. 2013) or Microsoft’s HomeOS (Dixon et al. 2012). Most of 333

these platforms first dealt with the definition of a programming language for the 334

applications adapted to the dynamicity of pervasive environments. Also, many 335

of them strongly focused on the reification of devices, i.e. their transformation 336

into objects that can be manipulated by the defined programming language. For 337

this, the service approach has often been favored. The service-oriented computing 338

paradigm promotes the development of applications through the late composition 339

of independent and modular software elements, called services (Papazoglou 2003). 340

Services are dynamically published on a registry and, thus, made available to 341

potential consumers that can invoke them, possibly with a quality of service 342

contract. In our case, devices are presented as services that come and go, and that 343

can be used by the pervasive applications. 344

Another element brought by most platforms is some notion of execution context. 345

This serves as an abstraction layer between the physical world and the applications 346

run on the platform. Context provides information about the surrounding physical 347
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environment but also the current state of execution of the running applications 348

if needed. Some information is static, most of it is very dynamic though. The 349

context module usually constitutes the only means for applications to interact with 350

physical devices. Research on context-aware computing dates back to the 1990s. 351

Schilit et al. (1994) introduced a still current definition of context and details of 352

a comprehensive context management platform. Since then, a number of context 353

management platforms with specific properties have been introduced. Various 354

technologies have been developed, including tuples, object-orientation, databases 355

with SQL-like approaches, or ontologies. Context can also be used implicitly, 356

where the spatial distribution of data is implicitly used as context. More recently, 357

contextual information has been represented as services (Lalanda and Hamon 2020). 358

Here, context appears as a dynamic set of services. Depending on the availability of 359

context sources and the applications needs, different services can be published and 360

withdrawn. 361

Let us focus on the iCasa platform for illustration. A particularity of this platform 362

is to use the service paradigm for many of its constituent elements. It is based 363

on the iPOJO service-oriented component model (Escoffier et al. 2007), which 364

in turn is based on the OSGi framework. Applications are all programmed in 365

iPOJO and seamlessly interact with physical devices and remote platforms through 366

services provided by the context module. Applications can be dynamically updated, 367

completely or partially, by relying on the deployment mechanisms specific to OSGi 368

and iPOJO. All the contextual information is presented as services. Precisely, the 369

context appears as a dynamic set of iPOJO components. Context is dynamic in order 370

to reflect the changing nature of the execution environment but also to deal with 371

applications evolving needs. Context adaptations are carried out by an autonomic 372

manager that follows the applications requirements and the available resources. 373

Contextual services are then opportunistically and seamlessly used by the pervasive 374

applications. The context module also tracks any change about a used contextual 375

service and triggers a callback to alert consumer applications. 376

Finally, a communication manager (Bardin et al. 2010) reifies devices as iPOJO 377

components. This manager supports an open set of protocols, including Zwave, 378

Zigbee, X10, UPnP, DPWS and Bluetooth. Whenever a device disappears or 379

a remote service becomes unreachable, the manager detects the disruption and 380

removes the corresponding component. If the services provided by that component 381

were needed by an application, the communication manager tries to find a new 382

device or a remote service satisfying the needs (Roth et al. 2018). 383

3.3 Conclusion 384

Moving applications to the edge has many advantages, but also raises significant 385

technical and architectural issues. Many pervasive platforms have been proposed 386

and are often distinguished according to their areas of focus. For example, the 387
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platforms used for industry are often more robust and less dynamic than those used 388

on smartphones or in smart homes. 389

Nevertheless, all these platforms offer interesting solutions for application, 390

device, context and security management for instance. The service-oriented 391

approach plays a major role in many cases and has proved successful. As 392

we have seen, the service paradigm allows both to reify objects as services 393

in pervasive platforms and to build modular and dynamic applications. It also 394

facilitates interoperability between platforms by publishing their various functional 395

capabilities as services (Roth et al. 2018). 396

Nevertheless, this service-based approach finds its limits when the amount of data 397

to be processed increases. The service approach sees computing elements, including 398

devices or contextual elements, essentially as service providers. The fact is that most 399

of them are also data providers. In some domains, like smart manufacturing, they 400

are even intense data providers. Work is then needed to allow interactions of almost 401

continuous data flows between pervasive elements in service-based environments. 402

4 Machine Learning on the Edge 403

4.1 Principles 404

In the last few years, Machine Learning (ML) based approaches have received a very 405

strong interest for the development of pervasive applications. This can be explained 406

by the difficulty to build models of dynamic phenomena in complex physical 407

environments. The goal of an ML system is to train an algorithm to automatically 408

make decisions by identifying patterns that may be hidden within massive data sets 409

whose exact nature is unknown and therefore cannot be programmed explicitly. The 410

growing attention towards machine learning stems from different sources: efficient 411

algorithms, availability of massive amounts of data in pervasive environments, 412

advances in high-performance computing, broad accessibility of these technologies, 413

and impressive successes reported by industry, academia, and research communi- 414

ties, in fields such as vision, natural language processing or decision making. 415

The development of software systems based on learning techniques is however 416

very different than the development of “traditional” software systems since the 417

behavior of the system is not specified in the code by programmers but it is learned 418

by a machine from data. To do so, two main workflows are set up. The first workflow, 419

called model development, is primarily performed by data scientists. This workflow 420

assumes that a business problem has been properly identified along with sources 421

of historical data. During the first steps, raw historical data is analyzed, cleaned 422

and transformed into appropriate numeric representations called features. Feature 423

engineering is a complex task which purpose is to find out the most relevant data 424

representations given the available data, the task at hand and the targeted model. 425
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Features are then used to train a model with a carefully chosen machine learning 426

algorithm. 427

Once a model has been developed, it is deployed on a target execution machine. 428

This is the essence of the second workflow that is often implemented by software 429

engineers. Its purpose is first to collect appropriate data and build features. The 430

data is then used to make predictions. As the name suggests, predictions are only 431

. . . predictions. They are founded on data which has not been seen during the training 432

phase and can therefore be incorrect. Finally, collected data might be set aside in 433

order to be used for further training. 434

The use of Machine Learning techniques opens the way for many new, more 435

advanced applications on the edge. The expected added value motivates many 436

manufacturers and service providers, in both the industrial and consumer sectors. 437

But the development of these new applications raises formidable challenges that 438

are not addressed by traditional software engineering techniques. ML-based appli- 439

cations are not developed in the same way as more traditional applications. They 440

bring together different teams with new skills. Also they are built, tested, installed, 441

configured, run, monitored and updated differently. In a word, they implement 442

totally different life cycles. 443

4.2 A Variety of Actors 444

First of all, it should be understood that ML-based components are usually only a 445

small part of a system. They are often developed independently and integrated into 446

a larger software architecture. Thus, implementing ML applications on the edge 447

involves several different actors, with different cultures and skills. These actors 448

develop complementary software components, learning-based and more traditional, 449

that have to be assembled within an architecture. This architecture is usually 450

deployed on a single edge machine, resulting in complex engineering work to 451

allow interaction between programs of a differing nature. This generates important 452

constraints on the edge platform in terms of execution mechanisms and technical 453

services to be offered. 454

To illustrate this problem, let us take the example of analytic development in 455

a smart plant (Lalanda et al. 2017). To do this, three complementary profiles, and 456

usually three distinct teams, are needed: 457

• A team of software engineers who are in charge of managing the platform 458

and programming specific code related for instance to data collection or data 459

mediation (Morand et al. 2011; Garcia et al. 2010) 460

• A team of domain experts who are in charge of defining and developing the 461

business-oriented analytics, 462

• A team of data scientists who are in charge of developing learning-based models 463

and keeping them relevant and up to date. This includes selecting the needed data, 464

creating the appropriate features, choosing the learning algorithm to be used, etc. 465

466
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This diversity, if it is a source of value, is also a source of difficulties, misunder- 467

standings and cultural gaps. These different actors use different environments, tools, 468

processes and programming languages. On this last point, for instance, domain 469

experts generally use Matlab for analytics, data scientists make use of Python to 470

build models, and computer engineers user languages such as Java, Go, or C to 471

develop business code or technical services. 472

4.3 A Specific Life-Cycle 473

The development of “traditional” software systems is carried out according to 474

activities that are now well defined: requirement management, design specification, 475

implementation, and validation. Deployment then starts when a software system has 476

been duly approved for delivery. It handles the transfer, installation, configuration, 477

and integration of concrete artefacts therein. It also initiates the different executable 478

components and deals with subsequent updates. Maintenance begins after the 479

software initial installation. Its purpose is to modify the software being used in 480

order to fix bugs, to improve quality of service, or to address new conditions 481

for execution. Maintenance comprises a number of activities, ranging from the 482

“simple” reconfiguration of certain parameters to more complex operations, like 483

the development of new pieces of code or the migration to new running platforms. 484

Simply put, system administrators, or autonomic managers, observe the systems at 485

run time, change local configurations when needed, and otherwise send a request to 486

developers if something serious happens. 487

The development of a prediction model takes a completely different turn because 488

of the focus on data. Here, no requirements, design or coding, just data. The 489

initial development uses historical data; its relevance depends on the quality of 490

the available data and adequacy of the selected learning algorithm. In the case of 491

pervasive applications, this data must come from the field, or from very high quality 492

simulations, to be usable. Tests are done against a subset of the available data, set 493

aside for this purpose. As illustrated by Fig. 4 (left part), it is an iterative process 494

where the steps of data collection, feature selection and model training are repeated 495

until a satisfactory result is obtained. 496

Model deployment activities look like traditional deployment tasks but are 497

nevertheless significantly different (see Fig. 4, right part). First of all, the model 498

is transferred to the execution (edge) machine and installed like any other software 499

artifact. It is also configured to fit properly into its execution environment. Config- 500

uration can be complex and actually depends on lot on the services provided by the 501

host middleware. In some cases, the model has to be further trained with local data in 502

order to adjust to the specificity of the execution environment. Then appropriate data 503

has to be collected in order to run the model, which can thus provide the expected 504

predictions. The model is constantly monitored by system administrators, through 505

appropriate tools. Finally, an update step completes the loop. The purpose of this 506
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Fig. 4 Life-cycle of ML-based components

step is either to update the model directly on site or to send data back to the data 507

scientist teams to allow them to implement off-line updates. 508

A model is updated when a new one has been devised by data scientists, which 509

happens fairly often. This can be done to enhance its performance, to improve its 510

compactness, or even to extend its functional scope. Sometimes, this also comes 511

with a change in the input data, which may require updates on data gathering 512

activities. Finally, let us note that the models are extremely sensitive to data 513

evolution, even very slight one. The smallest modification can invalidate a prediction 514

model. Therefore, they must be continuously adapted to the execution environment 515

and the corresponding data to stay relevant. 516

4.4 Conclusion 517

The use of learning techniques on the edge is today more than a trend, it is a must. 518

However, it raises major issues. It requires the creation of development teams with 519

different and complementary skills, using different languages, processes and tools. 520

Such heterogeneity is difficult to manage from a human point of view but also from 521

a technical point of view. It requires to build architectures, and middleware, capable 522

of integrating very different modules in order to form a single system. 523

Strong heterogeneity is also introduced in the management of the software 524

components life cycle. Learning-based components have their own cycle, entirely 525

data-driven, that is very different from the one of more traditional software 526
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components. While the major activities remain the same, they are treated in a very 527

different way and require, here again, specific skills and tools. All these differences 528

call into question the current Software Engineering techniques and processes but 529

also the support that has to be provided by the edge platforms. 530

Throughout the following section, we examine the challenges associated with 531

each of the life cycle activities and outline possible solutions. 532

5 Challenges 533

5.1 Model Development 534

To start with, a consistent and sufficiently large dataset is needed to create a relevant 535

initial model. The data must be complete, well distributed, and clean. A low quality 536

of data inevitably leads to models of little value. 537

It is therefore necessary to set up a structured and systematic data collection 538

campaign. To provide real value, this data must be collected in the field, for example 539

with some of the edge machines that will be used to run the models later. Such 540

campaigns take time and effort and must be integrated into the development cycle. 541

The most difficult part is to obtain data corresponding to extreme, problematic or 542

even dangerous cases. Often, it is necessary to use simulation to do so, with all the 543

risks that this entails for the actual quality of the data. 544

The choice of an adapted learning algorithm is also of major importance. It must 545

take into account the specificity of the domain but also those of the targeted execu- 546

tion machines. As explained earlier, machines on the edge are often characterized 547

by limited computing and storage capabilities. The learning models must therefore 548

have a size in accordance with these limitations, which is often challenging since 549

data scientists tend to build large models to get better performances. 550

5.2 Installation 551

A learning model is usually only a (small) part of a larger software system. 552

It is encapsulated in a software component and inserted into an encompassing 553

software architecture. Within this architecture, it interacts with other components 554

to implement higher-level functionality. 555

The installation of a learning-based component in a target environment can be 556

done individually or with the architecture (and all other components). In the latter 557

case, all components are compiled and linked together to create an executable. 558

It is this executable that is installed on the clients site. This approach is easier 559

to manage because most of the work is done off-line but, in general, it makes 560

individual component updates more technically complicated, if not impossible. This 561
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is a problem because learning-based components are updated often and usually at a 562

different rate than other more traditional components. 563

The alternative is therefore to deploy the learning-based components indepen- 564

dently and integrate them with the encompassing architecture afterwards. However, 565

this requires a middleware capable of managing components with autonomous life 566

cycles, and, as previously said, written with different programming languages. 567

5.3 Configuration 568

The learning models are built off-line with data usually coming from purpose-built 569

facilities, or from selected customers’ sites. But, in any case, data remains relatively 570

specific to these training environments, as do the models obtained. Thus, when 571

models are deployed to clients’ sites, it is necessary to adapt them to their new 572

conditions of execution. This problem is particularly acute in pervasive computing 573

where there is no two environments alike. 574

By nature, model configuration is done on site, at the edge level, using data 575

collected from the environment. Two approaches are possible. The first is to use 576

a large amount of data that has been previously collected and stored for this 577

purpose. With this data, the general model received can be efficiently fine-tuned. 578

This approach is very effective but requires significant storage capacity on the edge. 579

The second approach, which does not rely on such capacity, is to use data collected 580

after the general model is received. Here, fine tuning is not usable because the well- 581

known catastrophic forgetting problem occurs very quickly. It is necessary to use 582

Continual Learning techniques, like regularization for instance, to adapt the learning 583

model. Continual Learning, also called lifelong learning or online machine learning, 584

is the ability of a model to learn continually from an infinite stream of data, gradually 585

integrating new acquired knowledge into old knowledge (Chen and Liu 2018). This 586

however results in complex algorithms. 587

5.4 Data Collection 588

The use of prediction models adds constraints when running pervasive applications. 589

Indeed, it is not only necessary to collect data to make punctual predictions when 590

the model is invoked, but also to allow the continuous improvement of the models. 591

An update can only be meaningful if it is based on a sufficient amount of data, and 592

it is therefore needed to collect data very regularly in order to reach a critical mass. 593

Simply put, data must be continuously retrieved in order to keep models relevant 594

and in sync with their execution environment. 595

This is a significant difference from current practices where data is fetched 596

only to meet occasional application needs. Often, as explained in Sect. 4, context 597

modules, general or application-specific, are built by pervasive platforms. But 598
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these contexts usually contain little data and keep only significant data. At best, 599

caching techniques are implemented to save recent data and then provide more 600

responsiveness (Lalanda et al. 2018). 601

Moreover, when supervised learning is used by the learning algorithms, collected 602

data must be labeled, which means that ground truth is associated with it. Data 603

labeling is well known to be a complex activity. It can be done manually by users 604

or experts via dedicated tools. But this approach is seen as boring and massively 605

rejected by the involved people. It is also very error-prone. In some cases, labels can 606

be calculated automatically, often with a delay, using other data. This approach is 607

safer but requires to collect even more data and to create specific code to effectively 608

compute the labels and associate them with the corresponding data. 609

5.5 Model Execution 610

Resorting to predictions for the execution of an application is a powerful but risky 611

approach. In some cases, it is always beneficial because it provides information 612

that would not otherwise be available. Even if the prediction is not perfect, its 613

mere existence is better than the absence of information. Especially if, on average, 614

it is accurate. But, in other cases, an inaccurate prediction can lead to important 615

malfunctions, or even endanger the existence of people or infrastructures. 616

Guaranteeing the relevance of a prediction seems difficult without human inter- 617

vention, because it depends on the correlation between training data and runtime 618

data, but also on runtime environments that cannot be completely characterized 619

(some information cannot be captured by sensors). A commonly used approach is 620

to multiply the models on a runtime platform. Several models, based on different 621

algorithms and sometimes on different features, are deployed and used together. 622

Then, as in redundancy approaches, voting techniques can determine the “good” 623

predictions. Using several models is likely to be more robust since final results 624

are based on the output of several models. As in redundancy approaches, voting 625

techniques can be used to select a prediction. However, here again, support from the 626

pervasive platform is highly effective to realize those functions. 627

5.6 Model Monitoring 628

Monitoring is a systematic collection of relevant information with the purpose of 629

understanding, evaluating and controlling the system. For the models, it is a matter 630

of presenting the data used, the predictions made and, if appropriate, all other data 631

allowing to understand or verify the results provided. Let us note that the monitoring 632

function can be adaptive by either adapting the focus of what is being monitored— 633

deciding on which components are monitored and when, or adapting the amount of 634

times or numbers of samples that are required. 635
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It is of major importance to include human, essentially experts, in the monitoring 636

activity. A simple solution is to monitor the applications behavior and switch to 637

a human mode when some tasks (data collection, model predictions, and so on) 638

are uncertain. Here, visualization tools are definitively needed to assist the domain 639

experts in reviewing the current tasks and in providing help. It is also needed to 640

define a global process making explicit the situations and moments where human 641

can be included. 642

5.7 Model Update 643

Trained models are data dependent, making it necessary to retrain them when data 644

changes. Data drifts happen very frequently. This is the case for instance in the 645

manufacturing domain due to the natural wear of certain parts. The decision to 646

initiate re-training is however delicate because it is costly, both in money and in 647

carbon footprint. At its simplest, it can be done on a periodic basis. A more complex 648

solution, and also more effective, would be to rely on observations from monitoring. 649

For example, changes in the value or distribution of data can be observed, or an 650

expert can identify suspicious results. 651

A major decision is to then know where the new training has to be done. 652

Doing it at the data center level is a natural solution since the most significant 653

computing resources are there. However, this poses a major problem: the (labeled) 654

data collected on the edge must be uploaded to the cloud. This raises obvious 655

security problems and also significant financial costs. This approach is sometimes 656

simply rejected by users who do not want their data stored in a cloud. 657

The second solution is to build the new model directly on the edge. This brings 658

the opposite advantages to the previous approach but also the opposite problems. 659

In particular, it requires considerable computing and storage capacities on the edge 660

to train a model, quite different from the capacities needed to simply run a model. 661

Such capacities are not always available. Another problem is that, if they each build 662

their own model, the clients using the initial learning model will quickly diverge and 663

not be able to share their data. Nevertheless, there are significant developments in 664

edge machines that tend towards this solution. For example, smartphones are more 665

and more equipped with electronic cards adapted to models training. 666

6 Recent Trends 667

As demonstrated in the previous section, challenges to develop ML-based pervasive 668

applications on the edge are not only about developing the best models and 669

algorithms but also to provide support for the entire applications lifecycle. The 670

current techniques are unfortunately not adapted to support activities related to 671

data collection, model installation and configuration, model monitoring and model 672
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frequent updates. There is a clear need to provide new Software Engineering support 673

for these different steps. 674

In this last part, we explore two promising trends to deal with these new 675

challenges: the use of microservices in pervasive platforms and the notion of 676

Federated Learning. 677

6.1 Microservice-Based Platform 678

Microservices can be seen as an extension of the service-oriented architectural 679

style as described previously. It structures a software application as a set of loosely 680

coupled components, called microservices, interacting with each others. Microser- 681

vices implement specific services that are integrated in a global architecture in 682

order to deliver the expected functionality of an application. Each microservice can 683

implement its own life cycle: it is developed, deployed and maintained individually. 684

It can be thus modified independently without impacting the overall architecture. 685

Microservices are actually a combination of service-based and component-based 686

architectures. 687

Microservices use lightweight APIs to communicate with each other. While 688

REST APIs have often been used to enable interactions between microservices, 689

there is no requirement to do so. A clear benefit of using REST is that updates of 690

a resource can be limited to the microservice containing that resource. However, 691

not all domains are suitable for a REST expression of the possible results of a 692

component and, moreover, this approach requires relatively rare technical skills. 693

We believe that techniques such as gRPC are preferable today, even if they induce a 694

stronger coupling between the microservices. 695

Communication between microservices can also be implemented with events. 696

Such events can be used to send business data but also control or synchronization 697

data between the different microservices. In this case, it is interesting to use a 698

communication middleware implementing a publish/subscribe pattern allowing high 699

dynamicity in the interactions between microservices. 700

Today, a common way to implement microservice-based architectures is to use 701

container-based solutions like Dockers or Kubernetes. These solutions automate 702

the management, deployment, and scaling of services across multiple servers by 703

abstracting the underlying infrastructure. 704

Today, edge platforms based on microservice architectures are emerging. This 705

indeed solves some of the problems mentioned in this chapter, including the need to 706

decouple the life cycles of traditional and machine learning components. Figure 5 707

presents the new architecture of the iCasa platform (Lalanda et al. 2021). The 708

different technical services (data collection, data storage, context, ML manager) are 709

implemented on dockers. Thus, each of these elements can be: 710



Edge Computing and Learning 119

Fig. 5 Microservice-based platform

• built and deployed independently, 711

• considered as an independent process that can be implemented in any language, 712

using any framework, 713

• easily managed with container-based solutions. 714

6.2 Federated Learning 715

Federated Learning promotes the computation of local models on devices and the 716

aggregation of these models on a server to produce a new model that is sent back 717

to clients for use and further training. When the client model has been significantly 718

updated or when a certain time has elapsed, the client model is sent to the server 719

for a new aggregation (see Fig. 6). A core incentive of FL in pervasive computing is 720

to utilize mutual learning goals between clients to indirectly share knowledge with 721

one another. However, effective collaboration between unmoderated clients, is still a 722

challenge. This is due to statistical heterogeneity (differences in individuals’ usage) 723

and system heterogeneity (difference between client data caused by different system 724

traits). 725

A key point in Federated Learning is the way specialized models are aggregated. 726

In the case of deep learning, two families of algorithms can be considered. The 727

first strategy is to emphasize generalization. The aggregation algorithm considers 728

local models in their entirety and builds a new model that potentially calls into 729

question all layers and all weights associated with neurons. This approach is shown 730
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Fig. 6 Federated learning architecture

in FedAvg (McMahan et al. 2017) and FedMA (Wang et al. 2020) algorithms. The 731

second strategy focuses more on client specialization. Here, the algorithm does not 732

question certain parts of the local models. Precisely, only the base layers are sent to 733

the server for generalization, while the last layers are kept unchanged. This approach 734

is used in FedPer algorithm (Arivazhagan et al. 2019). 735

Federated Learning has been only recently used to implement pervasive services 736

and, ultimately, does not address all the specifics of this domain well. However, 737

this clearly solves the heterogeneity problems of pervasive environments and also 738

improves the security issues. With this approach, data is not sent to a cloud for 739

retraining. It is only the models that are transferred, which is much better for privacy 740

preservation. 741

7 Conclusion 742

The integration of machine learning-based models in pervasive information systems 743

is more than a trend, it is a necessity. It allows to face evolving, uncertain, and 744

incompletely characterized environments. 745

However, this raises unprecedented technological and scientific challenges, 746

notably by calling into question current software engineering practices. It requires 747

bringing together communities that are not familiar with each other and developing 748

new tools, in particular middleware for deployment, execution and integration of 749

models. These models have their own life cycle that must be managed explicitly. 750
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In this chapter, we have mentioned two avenues that seem promising, although of 751

course insufficient. The use of microservices within a single execution unit allows 752

the decoupling of the execution of models and traditional software components. 753

Also, distributed learning approaches such as Federated Learning allow to improve 754

models while keeping their specificity at the client level. 755
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