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Edge Computing and Learning

Philippe Lalanda

1 Introduction

The massive deployment of intelligent and communicating objects in our living
environments generates immense quantities of data, unmatched in the past (Becker
et al. 2019). This data, collected on the field, provides past, present and future infor-
mation on physical phenomena and running infrastructures, but also on activities and
behaviour of people. This information, which can be sensitive and private, must be
secured so that it cannot be acquired by parties not entitled to it. This is for example
the case for data related to individuals, such as medical data or location data, but also
for confidential data concerning organizations, whether private or governmental.

Many of these smart objects are now connected to information systems through
successive gateways and networks. This makes it possible to set up new high
value-added services allowing, for example, to bring more flexibility to production
activities, to better monitor the health of patients, or to set up more intelligent living
spaces like smart cities, smart homes, or smart stations. It is safe to assume that most
leading-edge companies could no longer do without this information.

Today, information systems are often located in cloud data centers. This implies
constant and costly communications between connected objects and data centers
that are usually located at a great distance. This architectural solution does not
scale well and is challenged by the massive increase in data to be transported and
stored in the cloud. Also, it appears that, in many cases, data is badly identified and
looses its relevance rather quickly. Essentially, the data is kept for fear of losing
important information. This only further clutters the communication channels and
storage devices.
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In fact, with the installation of tens of billions of connected objects, it is simply
not appropriate to upload all the data that can be collected on the field to cloud
data centers. There are several reasons for this. First, this architecture leads to a
central collection of data, which is problematic for privacy-sensitive users. Also, this
approach is very expensive. For instance, running a single Amazon EC2 instance of
type “al.2xlarge” with 8 cores and 16 GiB RAM costs 0.23 dollar per hour. Finally,
in addition to that, recent trends in pervasive computing, like augmented reality and
machine learning for instance, increase the number of applications that require fast
processing of large amounts of data captured by devices. Analysing this data in the
cloud does not meet the response time requirements of these applications due to
the high communication latency between the devices and the cloud infrastructure
(Sarkar et al. 2018). The same applies for highly interactive applications or games
that require fast responses (Choy et al. 2012).

This major evolution, in both the amount of data and the application needs,
has marked the end of all-cloud solutions and the inevitable emergence of more
decentralized architectures where computations are done near the data sources. This
new architectural approach is based on edge computing (Shi and Dustdar 2016;
Garcia Lopez et al. 2015; Vaquero and Rodero-Merino 2015; Varghese et al. 2016),
which refers to all the enabling technologies allowing computation to be performed
at the edge of the network. It can be defined as any computing and network resources
along the path between data sources and cloud infrastructures (Shi and Dustdar
2016; Shi et al. 2016). Typical resource providers in edge computing environments
are electronic boxes of various types, personal computers, HMIs, smartphones,
and even more powerfull “regional” servers, attached to cellular base stations for
instance, that are in the close vicinity of the data sources. As we will see in more
details, edge computing improves latency and security. It also leads to a better
utilization of existing hardware (e.g., unused office PCs) (Hasan et al. 2015; Miluzzo
et al. 2012) and economic benefits for both consumers and providers (Miluzzo et al.
2012; Fernando et al. 2012).

The aim of this chapter is to study this trend towards more distributed archi-
tectures and to study the associated software challenges. It is also to present a
second major trend, namely the use of Al techniques on the edge. We will see that
the effects of this second major evolution are profound. They call into question
the software techniques currently used for the development and deployment of
pervasive applications. This chapter is organized as follows. First, the notion of
edge is defined and illustrated with examples from different pervasive spaces. Then,
the main challenges related to the implementation of pervasive applications on the
edge are presented. The solutions provided by the current pervasive platforms will
then be detailed. Finally, we will turn to the notion of machine learning on the edge.
We will show the main challenges at the different stages of the application lifecycle
and outline some solutions currently being explored.
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Edge Computing and Learning 101

2 Edge Computing in Pervasive Computing

2.1 Principles and Examples

As introduced, edge computing is not a technique per se, but rather an architectural
pattern that aims to decentralize calculations and data management as close as pos-
sible to the field devices. This decentralization is done opportunistically according
to the available machines in the vicinity of the data sources and to the available
networks. This results in very varied and often heterogeneous software architectures.
The availability of appropriate resources is highly dependent on the domains, but
also on technological opportunities. For example, in the Telco domain, the massive
deployment of cellular based stations has made possible the development of MEC
(multi-access edge computing) where new services for specific customers or classes
of customers are now installed.

The use of edge computing is now a reality in many areas such as smart
homes, smart buildings, smart cities, smart cars, or smart manufacturing. Let us
take two examples to illustrate this point. Let us start with the smart home domain
which is informative and illustrative. A smart home is a house or an apartment
equipped with electronic devices providing sensing and actuating capabilities.
Although most existing homes were not designed to be smart, the emergence of
low consumption wireless devices has allowed the easy instrumentation of homes
and the development of increasingly intelligent services. These services, however,
are characterized by stringent requirements regarding security, response times or
interaction facilities. For example, the detection of a fall must be done as soon as
possible and should not be revealed to unauthorized persons. Also, in general, it is
often necessary to have smooth interactions with the inhabitants to allow a good
acceptance of the technology, which implies very short response times.

There is actually no shortage of computer resources in smart homes. Precisely,
depending on the configuration, the edge infrastructure can include the following
elements (see Fig. 1):

* smart communication-enable devices capable of hosting significant pieces of
code like some connected cameras for example,
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Devices Computers Telco. dispatchers

Fig. 1 Smart Home Computing resources
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* electronic appliances like Internet or TV boxes. Such boxes host more and more
applications related, for instance, to home automation or to the safety or well-
being of people.

* vocal assistants are getting more and more popular and can also host applications
just like boxes.

* laptop or desktop computers. Such computers can also run various comfort,
security or automation applications. WiFi signals between Internet boxes and
personal computers can even be used to detect movements or identify people.

* smartphones and tablets. Such devices, more and more powerful, are able to
run the above mentioned applications but also resource intensive games or
augmented reality functions.

* telecom dispatchers located in the close neighborhood. Such equipment is
regularly upgraded by the operators to accommodate more and more network
functions but also applications. They can, for example, perform added-value
analytic on the electrical, gas or water consumption in a house.

It should be noted that edge computers are not just about CPU performances.
They must integrate various communication protocols, wired or wireless, and
advanced middleware to support the deployment, execution and adaptation of
applications. We will come back to this fundamental point later in this chapter.

Let us now turn to a second example, Industry 4.0. The purpose of this initiative
is to bring together new technologies and production processes to enable the
emergence of smart, connected manufacturing. The term, coined in 2011 by a
government-funded German project, refers to what could be the fourth industrial
revolution (Forschungsunion 2013). Industry 4.0 envisions new production tech-
niques, new materials, and the generalized adoption of digital technologies. We
focus here on the latter point, and in particular on the adoption of dense and
pervasive networks of sensors and actuators in industrial environments in order to
complement existing devices and systems. The generalized use of sensors/actuators
allows the integration of field devices controlling operations on a plant floor and
supervision systems, usually located in IT facilities. Among many benefits, such
integration allows the systematic oversight and improvement of production activities
and resource management and an overall increase in safety and sustainability of
production systems. It also leads to more flexibility in production processes, which
can be reconfigured to meet changing demands and enable novel products.

Given this new context, the notion of edge is now prevalent in manufacturing
production environments. These environments are characterized by a great hetero-
geneity, but we can nevertheless identify some common computing nodes that can
host edge-type functions (see Fig. 2). This is the case for example of the following
elements:

* desktop computers. Such computers are usually quite numerous in the plant floor
and not used at full power. They can house various analytic allowing to follow
and possibly adjust the processes in progress.

* smartphone and tablets. These devices are now heavily used in the plant floor,
in particular to run augmented reality applications in order to get information
without opening any industrial box for instance.
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Fig. 2 Smart Manufacturing resources

» HMI devices. These appliances are very present in production environments and
constitute prime computing and storage resources. They are often quite powerful
and, above all, are usually connected to a number of production equipment via
integrated fieldbus connectors.

* IT servers. Several major software packages, such as MES (Manufacturing
Execution System), ERP (Enterprise resource Planing) or SCADA (Supervisory
Control and Data Acquisition), run on servers located near the automation
islands, usually in the same building. These servers are increasingly used to
deploy new software functions.

It is very interesting to note that the new sensors integrated on the plant floor
must not interfere with the control functions. They provide different information that
allows, for example, to set up analytics or to better configure manufacturing devices
(Lalanda et al. 2017), but they are not intended to replace the current controllers like
PLCs (Programmable Logic Controllers) for instance.

There are many other areas today where edge infrastructures are put in place
successfully. For instance, autonomous vehicles rely more and more on edge
resources in order to process big amount of data in real time. Data collected
from in-vehicle sensors are processed locally in order to reduce latency and to
deal with intermittent network connection. Also, autonomous vehicles are able to
opportunistically use edge servers located in the vicinity to offload some computing
or receive software updates. In another very popular domain, content delivery
networks have deployed servers situated close to the users in order to allow rapid
loading of websites and to support smooth video streaming.

2.2 Terminology

The great diversity of the domains and their use of the edge have led to the
introduction of particular terminologies. In particular, the terms device edge, far
edge and near edge are often used today:
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104 P. Lalanda

e The Device edge, also called the IoT (Internet of Things) edge, includes low
to medium power computers, directly connected to sensors/actuators by non-
Internet protocols like field buses or WiFi. They correspond for instance to
Internet boxes and smartphones in a smart home, or HMI and tablets in a smart
plant. These are the elements closest to data sources and are usually provide ultra
low latency and high throughput. Due to their geographical location, they provide
optimal conditions for managing data security.

e The Far Edge, also called user edge, corresponds to powerful computing
infrastructures that are deployed purposefully in the vicinity of the data sources,
typically within a distance of some kilometers. They usually provide low latency,
good throughput and also high scalability. For example, telecom companies may
deploy far edge facilities in the cell phone towers they own, near the mobile base
stations. Such infrastructures can also be found in large factories, big shopping
centers or smart buildings. Far edge computers are designed to run resource-
intensive applications that are specific to the location in which they are deployed.

e The Near Edge, also called enterprise edge, corresponds very powerful com-
puting infrastructures that are deployed in a central location, usually connected
to one of several Far Edge facilities. In fact, they look like small data centers
designed to run generic services needed by the applications deployed on Device
or Far edges. They generally provide very large computing and storage capaci-
ties.

It clearly appears here that the notion of edge covers a great diversity of locations
and technologies. Edge infrastructures are actually installed in order to meet the
needs but also to the financial resources of the owner companies. Typically, Near
Edge infrastructures are only set up and managed by large companies that can
afford to own them. Gaming, Live video streaming applications are good examples
of applications that require the installation of advanced infrastructures both in the
Near and Far edges.

3 Edge Pervasive Applications

Executing services at the edge and managing their life cycle is however challenging
due to the dynamic, heterogeneous, and stochastic nature of the pervasive computing
environments. This is further complicated by the fact that some edge computers
have limited resources that must be managed explicitly. In addition, developers
and administrators can no longer benefit from advanced services provided by cloud
infrastructures and must use edge-specific tools that are often less sophisticated. As
we will see here, there is nevertheless a rapid and significant improvement in these
tools, often inspired by those previously developed for the cloud.
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3.1 Challenges
3.1.1 Application Design

A first challenge, of course, is the definition of distributed architectures where
computation and data management are appropriately distributed between devices,
edge resources and cloud data centers. Such architectures are dependent on the
targeted applications and are difficult to generalize from one domain to another.
Also, the optimal distribution of computational and data oriented components
may evolve over time. Today, there are a number of research works around
the dynamic and autonomic distribution of these architectural elements along a
device/edge/cloud continuum (Shi and Dustdar 2016).

Another issue is the design and implementation of applications, or parts of
applications, that are intended to be placed on edge machines. They are usually
executed on heterogeneous computers, often limited in terms of resources. This
imposes strong constraints on the development teams regarding the programming
language, the COTS (Components Off The Shelves) and the architectural patterns
that can be used. For instance, a language as popular as Java is not well suited
to constrained environments because of its heavy software stack. Similarly, some
communication middleware can be too costly in terms of memory footprint or CPU
required. These constraints concerning the tools and patterns that can be used also
extend to deployment, updates and monitoring activities.

3.1.2 Application Security

Security is a major concern for any pervasive system. It is true that, by nature,
edge computing considerably limits the transfer of data to remote servers, and
thus significantly reduces the risks of interception or tampering. But, in a way, the
security problems are partly transferred from the network to the edge computers,
which can result in centralized hotspots for data security. These machines must be
perfectly secure to counter any malicious attack. Remember that pervasive data, in
a house or a factory, betrays the activities and habits of the occupants and, as a
consequence, are highly prized.

Securing an edge computer, like a gateway for instance, is particularly costly
and has a profound impact on all enclosing developments. It is indeed a matter
of securing both the services provided by the computer (communication, mid-
dleware for execution, deployment, etc.) and all the applications. Concerning the
latter, all the internal software components and their interaction must be secured.
This requires specific architectural patterns and techniques, high-level skills and
often leads to long development times. Nevertheless, despite all these difficulties,
advanced security is a requirement that often comes first in many industries when it
comes to deploying applications on the edge (Lalanda et al. 2021).
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3.1.3 Application Data

Another major constraint is directly related to the quality, dynamism and hetero-
geneity of the data. Regarding quality, cleaning data is a critical first step since it can
be incomplete, uncertain or noisy. Pre-processing data is thus necessary to obtain
reliable and well presented data. In addition, some data is simply not available on
all environments or it may come and go depending on the availability of certain
sensors. Recovery mechanisms, sometimes complex, must be put in place at the
edge or a the applications levels to avoid crashes when data is not or no longer
available. This is generally more difficult than in the cloud where applications are
not directly connected to data sources but rather to databases.

The notion of data model, that is the way data is structured and named, is also
of major importance. In most domains, such as manufacturing, there are several
standards for data models, pushed by competing vendors. The correspondence
between data collected on a field bus, often identified by simple register numbers,
and a structured, symbolic data model has then to be done for each application or for
each edge machine. It is important to have tools that facilitate this rather technical
operation which consists in aligning data from communication frames, in Modbus
(see modbus.org) for instance, with higher level models, like OPC/UA for example
(see opcfoundation.org).

3.1.4 Application Context

Abstracting is a fundamental technique in software engineering and is particularly
important in edge computing. This allows applications to rely on high-level data
that matches their computational needs, and thus facilitates their programming and
management in general. Data models, introduced here before, provide a certain
level of abstraction which nevertheless remains limited since they usually focus
on a single device or on a single function. The notion of pervasive context,
introduced in the 1990s by Schilit et al. (1994), allows to aggregate and extend
information provided by different devices. Dey and Abowd define context as “any
information that can be used to characterize the situation of an entity. An entity is
a person, place, or object that is considered relevant to the interaction between a
user and an application, including the user and applications themselves” (Dey and
Abowd 1999). Contextual information thus covers various aspects related to users
(like localization, interaction, physiological parameters, or general expectations
and preferences), environments (like temperature, pressure, or CO2 levels), and
characteristics of the supporting computing infrastructure.

Collecting information to build a relevant, useful context and keeping it up to date
has proved to be particularly complex. In most cases, it is necessary to integrate
disparate devices, applications and network protocols in order to get the needed
information. Also, as previously said, pervasive environments are highly dynamic
and volatile. Devices can connect and disconnect without warning, quality of the
network connectivity can dramatically vary, and failures can happen anytime on
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various system levels. A number of context management platforms with specific
properties have been introduced (see Becker et al. 2013 for instance) but research
on that topic is still going on. An open question regarding context, and by extension
data models, is to know whether its construction should be application-specific or
not.

3.1.5 Application Placement

Edge environments can be complex and composed of several computers, including
mobile ones. The question of placing applications on the right machine(s) is
therefore paramount. Note that the placement of tasks has always been crucial
in pervasive systems to meet requirements related to ed or energy consumption.
For instance, the completion time of a remote execution depends heavily on the
speed of the selected provider device. The choice of the offloading target happens
either statically or dynamically. An example for static placement is for instance
Clone2Clone (Kosta et al. 2013). In this approach, each provider serves a fixed set
of devices. Most offloading approaches, however, perform dynamic placement, i.e.,
a separate choice of the executing provider for each offloadable part.

Dynamic offloading has been applied in a variety of distributed computing
paradigms including cluster and grid computing. Effective placement in grid
computing systems often requires some knowledge about context, which also makes
sense in edge environments. Context-aware placement gathers context information
about the surrounding computing environment and is therefore able to react to
changes. A context-aware placement approach can consider a number of context
dimensions such as provider performance (Jonathan et al. 2017) and reliability
(Edinger et al. 2017), system load (Ousterhout et al. 2013), task complexity
(Flinn et al. 2002), data size (Cicconetti et al. 2019) or bandwidth (Kosta et al.
2012). Motivated by these observations, several novel placement approaches like
Voltaire (Breitbach et al. 2021) apply ML to benefit from past experience. The core
advantage is that the placement approach adjusts itself to the current environment
and learns from past performance to improve continuously. Based on several input
features of an upcoming task, e.g., the corresponding application, the input data
size, the parameters, and the current system load, the ML-based approaches estimate
whether offloading is expected to be beneficial.

3.2 Pervasive Platforms

The most common solution today to face the challenges previously mentioned
is to use a specific platform, also called middleware, to host the applications.
Such middleware provides a development language adapted to the targeted domain
(pervasive in this case) as well as a set of technical services that are used, in more
or less transparent ways, by the applications. These services can concern any of the
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Fig. 3 Pervasive middleware

above issues like communication, data management, security, self-awareness or data
contextualization. Decoupling applications and technical services is a well-known
approach in software engineering, referred to as separation of concerns, which has
proven successful in many areas. It relieves programmers of complicated code by
moving it to the platform. This approach is illustrated by Fig.3 where platform-
dependent services are built on top of the execution runtime. Various techniques can
be used to implement those services.

In the pervasive domain, numerous platforms have been developed and evaluated.
In the smart home domain for instance, let us mention iCasa (Lalanda and Hamon
2020), PCOM (Becker et al. 2004), AutoHome (Bourcier et al. 2011), DigiHome
(Romero et al. 2013) or Microsoft’s HomeOS (Dixon et al. 2012). Most of
these platforms first dealt with the definition of a programming language for the
applications adapted to the dynamicity of pervasive environments. Also, many
of them strongly focused on the reification of devices, i.e. their transformation
into objects that can be manipulated by the defined programming language. For
this, the service approach has often been favored. The service-oriented computing
paradigm promotes the development of applications through the late composition
of independent and modular software elements, called services (Papazoglou 2003).
Services are dynamically published on a registry and, thus, made available to
potential consumers that can invoke them, possibly with a quality of service
contract. In our case, devices are presented as services that come and go, and that
can be used by the pervasive applications.

Another element brought by most platforms is some notion of execution context.
This serves as an abstraction layer between the physical world and the applications
run on the platform. Context provides information about the surrounding physical
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environment but also the current state of execution of the running applications
if needed. Some information is static, most of it is very dynamic though. The
context module usually constitutes the only means for applications to interact with
physical devices. Research on context-aware computing dates back to the 1990s.
Schilit et al. (1994) introduced a still current definition of context and details of
a comprehensive context management platform. Since then, a number of context
management platforms with specific properties have been introduced. Various
technologies have been developed, including tuples, object-orientation, databases
with SQL-like approaches, or ontologies. Context can also be used implicitly,
where the spatial distribution of data is implicitly used as context. More recently,
contextual information has been represented as services (Lalanda and Hamon 2020).
Here, context appears as a dynamic set of services. Depending on the availability of
context sources and the applications needs, different services can be published and
withdrawn.

Let us focus on the iCasa platform for illustration. A particularity of this platform
is to use the service paradigm for many of its constituent elements. It is based
on the iPOJO service-oriented component model (Escoffier et al. 2007), which
in turn is based on the OSGi framework. Applications are all programmed in
iPOJO and seamlessly interact with physical devices and remote platforms through
services provided by the context module. Applications can be dynamically updated,
completely or partially, by relying on the deployment mechanisms specific to OSGi
and iPOJO. All the contextual information is presented as services. Precisely, the
context appears as a dynamic set of iPOJO components. Context is dynamic in order
to reflect the changing nature of the execution environment but also to deal with
applications evolving needs. Context adaptations are carried out by an autonomic
manager that follows the applications requirements and the available resources.
Contextual services are then opportunistically and seamlessly used by the pervasive
applications. The context module also tracks any change about a used contextual
service and triggers a callback to alert consumer applications.

Finally, a communication manager (Bardin et al. 2010) reifies devices as iPOJO
components. This manager supports an open set of protocols, including Zwave,
Zigbee, X10, UPnP, DPWS and Bluetooth. Whenever a device disappears or
a remote service becomes unreachable, the manager detects the disruption and
removes the corresponding component. If the services provided by that component
were needed by an application, the communication manager tries to find a new
device or a remote service satisfying the needs (Roth et al. 2018).

3.3 Conclusion

Moving applications to the edge has many advantages, but also raises significant
technical and architectural issues. Many pervasive platforms have been proposed
and are often distinguished according to their areas of focus. For example, the
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platforms used for industry are often more robust and less dynamic than those used
on smartphones or in smart homes.

Nevertheless, all these platforms offer interesting solutions for application,
device, context and security management for instance. The service-oriented
approach plays a major role in many cases and has proved successful. As
we have seen, the service paradigm allows both to reify objects as services
in pervasive platforms and to build modular and dynamic applications. It also
facilitates interoperability between platforms by publishing their various functional
capabilities as services (Roth et al. 2018).

Nevertheless, this service-based approach finds its limits when the amount of data
to be processed increases. The service approach sees computing elements, including
devices or contextual elements, essentially as service providers. The fact is that most
of them are also data providers. In some domains, like smart manufacturing, they
are even intense data providers. Work is then needed to allow interactions of almost
continuous data flows between pervasive elements in service-based environments.

4 Machine Learning on the Edge

4.1 Principles

In the last few years, Machine Learning (ML) based approaches have received a very
strong interest for the development of pervasive applications. This can be explained
by the difficulty to build models of dynamic phenomena in complex physical
environments. The goal of an ML system is to train an algorithm to automatically
make decisions by identifying patterns that may be hidden within massive data sets
whose exact nature is unknown and therefore cannot be programmed explicitly. The
growing attention towards machine learning stems from different sources: efficient
algorithms, availability of massive amounts of data in pervasive environments,
advances in high-performance computing, broad accessibility of these technologies,
and impressive successes reported by industry, academia, and research communi-
ties, in fields such as vision, natural language processing or decision making.

The development of software systems based on learning techniques is however
very different than the development of “traditional” software systems since the
behavior of the system is not specified in the code by programmers but it is learned
by a machine from data. To do so, two main workflows are set up. The first workflow,
called model development, is primarily performed by data scientists. This workflow
assumes that a business problem has been properly identified along with sources
of historical data. During the first steps, raw historical data is analyzed, cleaned
and transformed into appropriate numeric representations called features. Feature
engineering is a complex task which purpose is to find out the most relevant data
representations given the available data, the task at hand and the targeted model.
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Features are then used to train a model with a carefully chosen machine learning
algorithm.

Once a model has been developed, it is deployed on a target execution machine.
This is the essence of the second workflow that is often implemented by software
engineers. Its purpose is first to collect appropriate data and build features. The
data is then used to make predictions. As the name suggests, predictions are only
...predictions. They are founded on data which has not been seen during the training
phase and can therefore be incorrect. Finally, collected data might be set aside in
order to be used for further training.

The use of Machine Learning techniques opens the way for many new, more
advanced applications on the edge. The expected added value motivates many
manufacturers and service providers, in both the industrial and consumer sectors.
But the development of these new applications raises formidable challenges that
are not addressed by traditional software engineering techniques. ML-based appli-
cations are not developed in the same way as more traditional applications. They
bring together different teams with new skills. Also they are built, tested, installed,
configured, run, monitored and updated differently. In a word, they implement
totally different life cycles.

4.2 A Variety of Actors

First of all, it should be understood that ML-based components are usually only a
small part of a system. They are often developed independently and integrated into
a larger software architecture. Thus, implementing ML applications on the edge
involves several different actors, with different cultures and skills. These actors
develop complementary software components, learning-based and more traditional,
that have to be assembled within an architecture. This architecture is usually
deployed on a single edge machine, resulting in complex engineering work to
allow interaction between programs of a differing nature. This generates important
constraints on the edge platform in terms of execution mechanisms and technical
services to be offered.

To illustrate this problem, let us take the example of analytic development in
a smart plant (Lalanda et al. 2017). To do this, three complementary profiles, and
usually three distinct teams, are needed:

e A team of software engineers who are in charge of managing the platform
and programming specific code related for instance to data collection or data
mediation (Morand et al. 2011; Garcia et al. 2010)

e A team of domain experts who are in charge of defining and developing the
business-oriented analytics,

* A team of data scientists who are in charge of developing learning-based models
and keeping them relevant and up to date. This includes selecting the needed data,
creating the appropriate features, choosing the learning algorithm to be used, etc.
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This diversity, if it is a source of value, is also a source of difficulties, misunder-
standings and cultural gaps. These different actors use different environments, tools,
processes and programming languages. On this last point, for instance, domain
experts generally use Matlab for analytics, data scientists make use of Python to
build models, and computer engineers user languages such as Java, Go, or C to
develop business code or technical services.

4.3 A Specific Life-Cycle

The development of “traditional” software systems is carried out according to
activities that are now well defined: requirement management, design specification,
implementation, and validation. Deployment then starts when a software system has
been duly approved for delivery. It handles the transfer, installation, configuration,
and integration of concrete artefacts therein. It also initiates the different executable
components and deals with subsequent updates. Maintenance begins after the
software initial installation. Its purpose is to modify the software being used in
order to fix bugs, to improve quality of service, or to address new conditions
for execution. Maintenance comprises a number of activities, ranging from the
“simple” reconfiguration of certain parameters to more complex operations, like
the development of new pieces of code or the migration to new running platforms.
Simply put, system administrators, or autonomic managers, observe the systems at
run time, change local configurations when needed, and otherwise send a request to
developers if something serious happens.

The development of a prediction model takes a completely different turn because
of the focus on data. Here, no requirements, design or coding, just data. The
initial development uses historical data; its relevance depends on the quality of
the available data and adequacy of the selected learning algorithm. In the case of
pervasive applications, this data must come from the field, or from very high quality
simulations, to be usable. Tests are done against a subset of the available data, set
aside for this purpose. As illustrated by Fig. 4 (left part), it is an iterative process
where the steps of data collection, feature selection and model training are repeated
until a satisfactory result is obtained.

Model deployment activities look like traditional deployment tasks but are
nevertheless significantly different (see Fig.4, right part). First of all, the model
is transferred to the execution (edge) machine and installed like any other software
artifact. It is also configured to fit properly into its execution environment. Config-
uration can be complex and actually depends on lot on the services provided by the
host middleware. In some cases, the model has to be further trained with local data in
order to adjust to the specificity of the execution environment. Then appropriate data
has to be collected in order to run the model, which can thus provide the expected
predictions. The model is constantly monitored by system administrators, through
appropriate tools. Finally, an update step completes the loop. The purpose of this
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Fig. 4 Life-cycle of ML-based components

step is either to update the model directly on site or to send data back to the data
scientist teams to allow them to implement oft-line updates.

A model is updated when a new one has been devised by data scientists, which
happens fairly often. This can be done to enhance its performance, to improve its
compactness, or even to extend its functional scope. Sometimes, this also comes
with a change in the input data, which may require updates on data gathering
activities. Finally, let us note that the models are extremely sensitive to data
evolution, even very slight one. The smallest modification can invalidate a prediction
model. Therefore, they must be continuously adapted to the execution environment
and the corresponding data to stay relevant.

4.4 Conclusion

The use of learning techniques on the edge is today more than a trend, it is a must.
However, it raises major issues. It requires the creation of development teams with
different and complementary skills, using different languages, processes and tools.
Such heterogeneity is difficult to manage from a human point of view but also from
a technical point of view. It requires to build architectures, and middleware, capable
of integrating very different modules in order to form a single system.

Strong heterogeneity is also introduced in the management of the software
components life cycle. Learning-based components have their own cycle, entirely
data-driven, that is very different from the one of more traditional software
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components. While the major activities remain the same, they are treated in a very
different way and require, here again, specific skills and tools. All these differences
call into question the current Software Engineering techniques and processes but
also the support that has to be provided by the edge platforms.

Throughout the following section, we examine the challenges associated with
each of the life cycle activities and outline possible solutions.

5 Challenges

5.1 Model Development

To start with, a consistent and sufficiently large dataset is needed to create a relevant
initial model. The data must be complete, well distributed, and clean. A low quality
of data inevitably leads to models of little value.

It is therefore necessary to set up a structured and systematic data collection
campaign. To provide real value, this data must be collected in the field, for example
with some of the edge machines that will be used to run the models later. Such
campaigns take time and effort and must be integrated into the development cycle.
The most difficult part is to obtain data corresponding to extreme, problematic or
even dangerous cases. Often, it is necessary to use simulation to do so, with all the
risks that this entails for the actual quality of the data.

The choice of an adapted learning algorithm is also of major importance. It must
take into account the specificity of the domain but also those of the targeted execu-
tion machines. As explained earlier, machines on the edge are often characterized
by limited computing and storage capabilities. The learning models must therefore
have a size in accordance with these limitations, which is often challenging since
data scientists tend to build large models to get better performances.

5.2 Installation

A learning model is usually only a (small) part of a larger software system.
It is encapsulated in a software component and inserted into an encompassing
software architecture. Within this architecture, it interacts with other components
to implement higher-level functionality.

The installation of a learning-based component in a target environment can be
done individually or with the architecture (and all other components). In the latter
case, all components are compiled and linked together to create an executable.
It is this executable that is installed on the clients site. This approach is easier
to manage because most of the work is done off-line but, in general, it makes
individual component updates more technically complicated, if not impossible. This
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is a problem because learning-based components are updated often and usually at a
different rate than other more traditional components.

The alternative is therefore to deploy the learning-based components indepen-
dently and integrate them with the encompassing architecture afterwards. However,
this requires a middleware capable of managing components with autonomous life
cycles, and, as previously said, written with different programming languages.

5.3 Configuration

The learning models are built off-line with data usually coming from purpose-built
facilities, or from selected customers’ sites. But, in any case, data remains relatively
specific to these training environments, as do the models obtained. Thus, when
models are deployed to clients’ sites, it is necessary to adapt them to their new
conditions of execution. This problem is particularly acute in pervasive computing
where there is no two environments alike.

By nature, model configuration is done on site, at the edge level, using data
collected from the environment. Two approaches are possible. The first is to use
a large amount of data that has been previously collected and stored for this
purpose. With this data, the general model received can be efficiently fine-tuned.
This approach is very effective but requires significant storage capacity on the edge.
The second approach, which does not rely on such capacity, is to use data collected
after the general model is received. Here, fine tuning is not usable because the well-
known catastrophic forgetting problem occurs very quickly. It is necessary to use
Continual Learning techniques, like regularization for instance, to adapt the learning
model. Continual Learning, also called lifelong learning or online machine learning,
is the ability of a model to learn continually from an infinite stream of data, gradually
integrating new acquired knowledge into old knowledge (Chen and Liu 2018). This
however results in complex algorithms.

5.4 Data Collection

The use of prediction models adds constraints when running pervasive applications.
Indeed, it is not only necessary to collect data to make punctual predictions when
the model is invoked, but also to allow the continuous improvement of the models.
An update can only be meaningful if it is based on a sufficient amount of data, and
it is therefore needed to collect data very regularly in order to reach a critical mass.
Simply put, data must be continuously retrieved in order to keep models relevant
and in sync with their execution environment.

This is a significant difference from current practices where data is fetched
only to meet occasional application needs. Often, as explained in Sect. 4, context
modules, general or application-specific, are built by pervasive platforms. But
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these contexts usually contain little data and keep only significant data. At best,
caching techniques are implemented to save recent data and then provide more
responsiveness (Lalanda et al. 2018).

Moreover, when supervised learning is used by the learning algorithms, collected
data must be labeled, which means that ground truth is associated with it. Data
labeling is well known to be a complex activity. It can be done manually by users
or experts via dedicated tools. But this approach is seen as boring and massively
rejected by the involved people. It is also very error-prone. In some cases, labels can
be calculated automatically, often with a delay, using other data. This approach is
safer but requires to collect even more data and to create specific code to effectively
compute the labels and associate them with the corresponding data.

5.5 Model Execution

Resorting to predictions for the execution of an application is a powerful but risky
approach. In some cases, it is always beneficial because it provides information
that would not otherwise be available. Even if the prediction is not perfect, its
mere existence is better than the absence of information. Especially if, on average,
it is accurate. But, in other cases, an inaccurate prediction can lead to important
malfunctions, or even endanger the existence of people or infrastructures.

Guaranteeing the relevance of a prediction seems difficult without human inter-
vention, because it depends on the correlation between training data and runtime
data, but also on runtime environments that cannot be completely characterized
(some information cannot be captured by sensors). A commonly used approach is
to multiply the models on a runtime platform. Several models, based on different
algorithms and sometimes on different features, are deployed and used together.
Then, as in redundancy approaches, voting techniques can determine the “good”
predictions. Using several models is likely to be more robust since final results
are based on the output of several models. As in redundancy approaches, voting
techniques can be used to select a prediction. However, here again, support from the
pervasive platform is highly effective to realize those functions.

5.6 Model Monitoring

Monitoring is a systematic collection of relevant information with the purpose of
understanding, evaluating and controlling the system. For the models, it is a matter
of presenting the data used, the predictions made and, if appropriate, all other data
allowing to understand or verify the results provided. Let us note that the monitoring
function can be adaptive by either adapting the focus of what is being monitored—
deciding on which components are monitored and when, or adapting the amount of
times or numbers of samples that are required.
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It is of major importance to include human, essentially experts, in the monitoring
activity. A simple solution is to monitor the applications behavior and switch to
a human mode when some tasks (data collection, model predictions, and so on)
are uncertain. Here, visualization tools are definitively needed to assist the domain
experts in reviewing the current tasks and in providing help. It is also needed to
define a global process making explicit the situations and moments where human
can be included.

5.7 Model Update

Trained models are data dependent, making it necessary to retrain them when data
changes. Data drifts happen very frequently. This is the case for instance in the
manufacturing domain due to the natural wear of certain parts. The decision to
initiate re-training is however delicate because it is costly, both in money and in
carbon footprint. At its simplest, it can be done on a periodic basis. A more complex
solution, and also more effective, would be to rely on observations from monitoring.
For example, changes in the value or distribution of data can be observed, or an
expert can identify suspicious results.

A major decision is to then know where the new training has to be done.
Doing it at the data center level is a natural solution since the most significant
computing resources are there. However, this poses a major problem: the (labeled)
data collected on the edge must be uploaded to the cloud. This raises obvious
security problems and also significant financial costs. This approach is sometimes
simply rejected by users who do not want their data stored in a cloud.

The second solution is to build the new model directly on the edge. This brings
the opposite advantages to the previous approach but also the opposite problems.
In particular, it requires considerable computing and storage capacities on the edge
to train a model, quite different from the capacities needed to simply run a model.
Such capacities are not always available. Another problem is that, if they each build
their own model, the clients using the initial learning model will quickly diverge and
not be able to share their data. Nevertheless, there are significant developments in
edge machines that tend towards this solution. For example, smartphones are more
and more equipped with electronic cards adapted to models training.

6 Recent Trends

As demonstrated in the previous section, challenges to develop ML-based pervasive
applications on the edge are not only about developing the best models and
algorithms but also to provide support for the entire applications lifecycle. The
current techniques are unfortunately not adapted to support activities related to
data collection, model installation and configuration, model monitoring and model
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frequent updates. There is a clear need to provide new Software Engineering support
for these different steps.

In this last part, we explore two promising trends to deal with these new
challenges: the use of microservices in pervasive platforms and the notion of
Federated Learning.

6.1 Microservice-Based Platform

Microservices can be seen as an extension of the service-oriented architectural
style as described previously. It structures a software application as a set of loosely
coupled components, called microservices, interacting with each others. Microser-
vices implement specific services that are integrated in a global architecture in
order to deliver the expected functionality of an application. Each microservice can
implement its own life cycle: it is developed, deployed and maintained individually.
It can be thus modified independently without impacting the overall architecture.
Microservices are actually a combination of service-based and component-based
architectures.

Microservices use lightweight APIs to communicate with each other. While
REST APIs have often been used to enable interactions between microservices,
there is no requirement to do so. A clear benefit of using REST is that updates of
a resource can be limited to the microservice containing that resource. However,
not all domains are suitable for a REST expression of the possible results of a
component and, moreover, this approach requires relatively rare technical skills.
We believe that techniques such as gRPC are preferable today, even if they induce a
stronger coupling between the microservices.

Communication between microservices can also be implemented with events.
Such events can be used to send business data but also control or synchronization
data between the different microservices. In this case, it is interesting to use a
communication middleware implementing a publish/subscribe pattern allowing high
dynamicity in the interactions between microservices.

Today, a common way to implement microservice-based architectures is to use
container-based solutions like Dockers or Kubernetes. These solutions automate
the management, deployment, and scaling of services across multiple servers by
abstracting the underlying infrastructure.

Today, edge platforms based on microservice architectures are emerging. This
indeed solves some of the problems mentioned in this chapter, including the need to
decouple the life cycles of traditional and machine learning components. Figure 5
presents the new architecture of the iCasa platform (Lalanda et al. 2021). The
different technical services (data collection, data storage, context, ML manager) are
implemented on dockers. Thus, each of these elements can be:
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Fig. 5 Microservice-based platform

e built and deployed independently,

» considered as an independent process that can be implemented in any language,
using any framework,

» easily managed with container-based solutions.

6.2 Federated Learning

Federated Learning promotes the computation of local models on devices and the
aggregation of these models on a server to produce a new model that is sent back
to clients for use and further training. When the client model has been significantly
updated or when a certain time has elapsed, the client model is sent to the server
for a new aggregation (see Fig. 6). A core incentive of FL in pervasive computing is
to utilize mutual learning goals between clients to indirectly share knowledge with
one another. However, effective collaboration between unmoderated clients, is still a
challenge. This is due to statistical heterogeneity (differences in individuals’ usage)
and system heterogeneity (difference between client data caused by different system
traits).

A key point in Federated Learning is the way specialized models are aggregated.
In the case of deep learning, two families of algorithms can be considered. The
first strategy is to emphasize generalization. The aggregation algorithm considers
local models in their entirety and builds a new model that potentially calls into
question all layers and all weights associated with neurons. This approach is shown
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Fig. 6 Federated learning architecture

in FedAvg (McMahan et al. 2017) and FedMA (Wang et al. 2020) algorithms. The
second strategy focuses more on client specialization. Here, the algorithm does not
question certain parts of the local models. Precisely, only the base layers are sent to
the server for generalization, while the last layers are kept unchanged. This approach
is used in FedPer algorithm (Arivazhagan et al. 2019).

Federated Learning has been only recently used to implement pervasive services
and, ultimately, does not address all the specifics of this domain well. However,
this clearly solves the heterogeneity problems of pervasive environments and also
improves the security issues. With this approach, data is not sent to a cloud for
retraining. It is only the models that are transferred, which is much better for privacy
preservation.

7 Conclusion

The integration of machine learning-based models in pervasive information systems
is more than a trend, it is a necessity. It allows to face evolving, uncertain, and
incompletely characterized environments.

However, this raises unprecedented technological and scientific challenges,
notably by calling into question current software engineering practices. It requires
bringing together communities that are not familiar with each other and developing
new tools, in particular middleware for deployment, execution and integration of
models. These models have their own life cycle that must be managed explicitly.
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In this chapter, we have mentioned two avenues that seem promising, although of
course insufficient. The use of microservices within a single execution unit allows
the decoupling of the execution of models and traditional software components.
Also, distributed learning approaches such as Federated Learning allow to improve
models while keeping their specificity at the client level.
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