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Recent technological improvements have made it possible for pervasive computing intelligent environments,
augmented by sensors and actuators, to offer services that support society’s aims for a wide variety of appli-
cations. This requires the fusion of data gathered from multiple sensors to convert them into information to
obtain valuable knowledge. Poor implementation of data fusion hinders the appropriate actions from being taken
and offering the appropriate support to users and environment needs, particularly relevant in the healthcare
domain. Data fusion poses challenges that are mainly related to the quality of the data or data sources, the
definition of a data fusion process and evaluating the data fusion carried out. There is also a lack of holistic
engineering frameworks to address these challenges. These frameworks should be able to support automated
methods of extracting knowledge from information, selecting algorithms and techniques, assessing information
and evaluating information fusion systems in an automatic and standardized manner. This work proposes a
holistic framework to improve data fusion in pervasive systems, addressing the issues identified by means of two
processes: the first of which guides the design of the system architecture and focuses on data management. It is
based on a previous proposal that integrated aspects of Data Fabric and Digital Twins to solve data management
and data contextualization and representation issues, respectively. The extension of the previous proposal pre-
sented here was mainly defined by integrating aspects and techniques from different well-known multi-sensor
data fusion models. The previous proposal identified high-level data processing activities and was intended to
facilitate their traceability to components in the system architecture. However, the previously defined stages are
not completely adequate in a data fusion process and the data processing tasks to be performed in each stage are
not described in detail, especially in the data fusion stages. The second process of the framework deals with
evaluating data fusion systems and is based on international standards to ensure the quality of the data fusion
tasks performed by such systems. This process also offers guidelines for designing the architecture of an eval-
uation subsystem to automatically perform data fusion evaluation in runtime as part of the system. To illustrate
the proposal, a system for preventing the spread of COVID-19 in nursing homes is described that was developed
using the proposed guidelines It is also illustrated by a description of how the data fusion tasks it supports are
evaluated by the proposed evaluation process. The overall evaluation of the data fusion performed by this system
was considered satisfactory, which indicates that the proposal facilitates the design and development of data
fusion systems and helps to achieve the necessary quality requirements.

1. Introduction

Maximizing the benefits of any new initiative for society from social,
economic, and territorial perspectives is greatly promoted by public
institutions, such as the European Union. These initiatives include
generating new knowledge and developing innovative solutions to
promote eco-friendly production and consumption or to prevent,
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diagnose, monitor, treat and cure diseases [1]. Some computing para-
digms such as ubiquitous [2] or pervasive computing [3] have discussed
how information technology could be woven into everyday objects and
settings under the Disappearing Computing vision [4] to offer new ways
of supporting and enhancing people’s lives beyond the traditional sup-
port offered by conventional desktop computers [1]. Pervasive
computing involves intelligent environments augmented by mobile,
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wearable, and environmental sensors in a diversity of computing devices
that collect data from multiple sources. These environments are also
populated with actuators that can unobtrusively react to the user’s needs
and the environment, providing valuable computing services for a wide
variety of applications [5]. The service described requires the processing
of data gathered from multiple sensors to turn these data into infor-
mation and combining them to obtain valuable knowledge. This
knowledge can be used to assess, for example, the activity being con-
ducted by the user, the status of the environment in which it takes place,
also the users’ behaviour and/or physiological or even emotional state
to appropriately respond to their needs [1]. As Ackoff [6] and Chen et al.
[7] claim, the term data refers to symbols that represent the properties of
objects and events, whereas information is data that have been processed
to increase their usefulness. The difference between data and informa-
tion is functional rather than structural, and both terms are frequently
used interchangeably. Knowledge and understanding refer to the use of
data and information to answer questions such as who, what, when,
where, or how many. Knowledge is conveyed by instructions and answers
how-to questions. Understanding is conveyed by the explanations and
answers why questions.

Healthcare is crucial in everyday life and concerns medical and
public practices that frequently involve the use of devices [5]. The
population in general and the elderly in particular demand multiple
healthcare services such as medical examination services offered by
physicians at clinics or outpatient services offered by specialists, nurses,
etc. in hospitals, amongst others [8]. The demand for appropriate and
efficient services is growing ever more rapidly [8] especially as a result
of the COVID-19 pandemic, which has caused millions of infections and
deaths, especially amongst the elderly [9]. Medical models are evolving
from evidence-based medicine to precision medicine focused on medi-
cation tuned to the person needs for the prevention of COVID-19 and
other illnesses [8]. The advances in different research areas and tech-
nologies, such as computing hardware, the Internet of Things (IoT),
Artificial Intelligence techniques, Big Data, communication technolo-
gies, cloud computing, and system architectures have greatly contrib-
uted to making the pervasive vision a reality and even to providing
additional facilities such as those related to user mobility [5,1]. Tech-
nologies such as mobile internet [8], smartphones or smartwatches and
their inbuilt sensing devices, like heart rate sensors, provide more op-
portunities to adopt technology in pervasive healthcare applications [5],
while the availability of massive data sources and datasets have also
helped to take advantage of the information generated and its fusion.

The technique for handling multiple data sources is known as data or
information fusion [5] and refers to the process of combining different
data sources for using the combined information in a particular appli-
cation [10]. Almost every information system now incorporates some
level of data fusion as it can extract knowledge from raw data and
improve data output quality [5]. This explains why it has been exten-
sively used in pervasive healthcare applications [8,11-14]. However,
poor implementation of data fusion hinders many other key data pro-
cesses, including data analytics, for taking appropriate actions and of-
fering an appropriate support to users and the needs of the environment.
Despite this, data fusion is often taken for granted and its implementa-
tion is delegated to low-level programmers or database administrators
[10].

Several issues make data fusion a challenging task. Most of its un-
solved issues and challenges are related to data or data source quality,
the data fusion process itself and its evaluation [15]. Amongst the
different aspects of data fusion quality, accuracy is the most difficult to
address [10]. Information systems in general have evolved and
improved their efficiency to collect, process, store, analyse, and
disseminate the enormous amount of heterogeneous data generated
thanks to the adoption of approaches such as data fabric architectures
[16]. Bearing in mind the recent shift from data-centric to data-driven
approaches, the system architecture acquires a key role in addressing
the above-mentioned challenges. However, designing a unique and
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generalized engineering framework has become a very complex task
because of the constantly emerging problems regarding the context,
quantity and quality of data, information, and knowledge. Different is-
sues have also been identified that may impact the development of such
frameworks, such as automated methods of extracting meaning from
information; the selection of algorithms and techniques; the assessment
of information and the evaluation of information fusion systems in an
automatic and standardized manner, amongst others [15]. In this
context, the aim of this work was therefore to develop a holistic
framework to improve data fusion in pervasive systems to address the
issues identified.

The key contribution of this work is mainly the holistic data fusion
framework with which to design the system architecture, the data fusion
approach and the data fusion evaluation as part of the system under
development. This framework includes two dimensions:

e a process for guiding the design of the system architecture, known as
EX-DLC, focusing on data management. This has been defined as an
extension of the process described in [17] that integrates aspects of
data fabric architectures [18] to deal with the management of het-
erogeneous data collected from different channels and sources. It
also integrates aspects of Digital Twins (DT) [19] as the core to tackle
the relevant challenge of information representation. EX-DLC now
enhances that proposal, including specific aspects and techniques,
from the framework described by Kokar et al. [28] and the process
known as the Entity Based Data Fusion (EBDF) process [10]. We also
analyse the way in which some of the properties associated with DT
defined by Minerva et al. [19] are exploited by the data management
process to facilitate the representativeness of the information and
conduct specific fusion tasks.

a process for the evaluation of data fusion systems based on ISO/IEC
25040 international standards [20], ISO/IEC 25012 [21], and
ISO/IEC 25024 [61]. This process can be applied systematically and
comprehensively to reduce errors and consequently the risks
involved in the data fusion process, and to ensure the quality of the
data fusion tasks performed by the system [10]. It also considers
guidelines for designing the architecture of the evaluation sub-
systems that perform the evaluation automatically in runtime as part
of the system at hand.

The work also describes a case study related to the healthcare
domain to show the applicability of the proposal. This domain was
selected due to its relevance to society and because healthcare appli-
cations are considered high-risk applications in which the accuracy of
the fusion must be very high [10]. A pervasive healthcare data fusion
system, intended mainly to monitor and prevent the propagation of
COVID-19 in nursing homes, was designed and implemented applying
the proposed framework. Although a smart and pervasive healthcare
environment could become really complex, a basic prototype is pre-
sented here for the sake of simplicity. In this prototype, data is collected
from multiple sensors to monitor different entities in the real world, i.e.
users, staff, and nursing facilities. Actions are taken based on the in-
ferences obtained from the modelled input data. The standardized
evaluation of the accuracy and completeness of the data fusion tasks
performed by the system is carried out automatically in runtime by
specific evaluation components integrated in the data fusion system as
part of an additional subsystem.

The document is structured as follows. Section 2 summarizes some of
the background regarding the basic principles of Data Fabric architec-
tures and introduces DT and its main characteristics. Section 3 includes
the most relevant related work on data fusion and the identified gaps in
the existing literature. In Section 4, the different dimensions of the data
fusion framework proposed is described: a data management process
and a fusion evaluation process. Section 5 describes a case study as an
example of how the proposal has been used to develop a system,
describing its main features and the deployment of its data management
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and data fusion evaluation subsystems on a cloud platform. The speci-
fication and design of the evaluation plan for the system developed are
explained in Section 5.3, along with the automatic execution of the
evaluation in runtime and the satisfactory results and conclusions.
Finally, Section 6 details the conclusions drawn and our future work.

2. Background

The evolution of healthcare services is generating a huge amount of
data in smart and pervasive healthcare ecosystems from different sour-
ces and subsystems, such as real-time generated device data, electronic
information systems, etc. [8]. To be useful, these data and information
need to be fused and contextualized. The resulting new knowledge
should have the appropriate format and quality to be analysed and used
to obtain conclusions and improve or save people’s lives. However,
failing to fuse the patients’ information can have severe, even
life-threatening, implications and explains why healthcare data fusion
applications are considered high-risk applications in which fusion ac-
curacy must be very high [10].

Processing all the data required by healthcare applications usually
involves the tasks outlined in Fig. 1, including: data collection and
transmission; data integration encompassing data cleaning and fusion;
and data storage and analysis [8]. This type of process combining
different data integration and storage techniques without restriction to
specific architecture archetypes led to the concept of Data Fabric [18]
that offers important advantages for data processing. However, data
fabric architectures that use data lakes show certain issues regarding the
contextualization, representation, and modelling of the data, which,
together, are also an important data fusion requirement. Digital Twins
(DT) can address these challenges by unifying and contextualizing the
data obtained from physical space by creating virtual models of the
related entities.

Data fabric and DT can be used to address certain data fusion issues,
although other open issues also still need to be tackled. The lack of a
holistic framework that clearly identifies a data fusion model, the
appropriate data fusion techniques to adopt and a systematic and stan-
dardized data fusion evaluation process are especially important as part
of the holistic framework that can be automatically carried out in run-
time as an integral part of the data fusion system. In the following
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Sections, the basic aspects of Data Fabric and Digital Twins are
described, as both approaches are the main foundations of this proposal.
Section 3 then provides a summary of the open issues that led to our
proposal.

2.1. Data fabric

According to Gartner [16], modern data management systems must
be able to collect, integrate and deliver data to and from multiple
sources and locations for a range of use cases. Data Fabric architecture
can both integrate data and guide in what to add and improve. It can also
address the extreme levels of diversity, distribution, scale and
complexity in data assets that add tremendous complexity to the overall
data integration and data management design. It is expected that by
2024 Data Fabric-based deployments will greatly improve the efficiency
of data use while considerably reducing human-driven data manage-
ment tasks.

Data Fabric [18] can be seen as a design concept for attaining
reusable and augmented data integration services, called data pipelines
[37], and semantics for flexible and integrated data delivery. It refers to
a unified data management architecture and the set of capabilities that
provide consistent functionalities to conveniently connect data end-
points and enhance end-to-end data management activities. It does not
promote specific pipeline steps or implementation paradigms [18],
although it usually employs data lakes to store data without modifying
them or having to first structure them, to solve certain Big-Data chal-
lenges, such as those related to data silos [38], amongst others. Data
Fabric has been used as an effective method of data management in
several fields, including healthcare and systems of different types on
different cloud computing platforms [35,39]. As discussed in Section 3,
data fusion processes may be used in certain Data Fabric steps to extract
higher-level information and to improve the reliability and reduce the
uncertainty of the data or information obtained from multiple sources to
improve its quality. However, data lakes by themselves cannot provide
the extra content, such as structured information and new insights, i.e.
the context required to turn data into the meaningful information
needed to improve business operations [40]. To solve some of the
problems aforementioned, Digital Twins (DT) is presented as an inno-
vative solution because DT modelling capability can be seen as a form of
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data fusion. Some examples of Data Fabric architectures that integrate
Digital Twins can be found in [41,8], while examples of adopting DT in
the healthcare domain can be found in [8,42,42]. Although these works
include descriptions of the system architecture, they do not provide a
framework with the rationale for guiding its design.

2.2. Digital twins

A Digital Twin (DT) [19] can be seen as a complete software repre-
sentation of an entity (object, process, or person) whose main compo-
nents are physical space, digital or virtual space, and information
processing that connects them bidirectionally (see Fig. 2). DT facilitates
the convergence of physical and the virtual spaces. A DT must be able to
simulate, monitor, regulate and control the state of the physical space
and its processes [43]. It emphasizes and contextualizes the received
data by creating real-time virtual representations of physical systems, i.
e. high-fidelity models [43] that are multi-physical and multi-scale [8].
DT thus combine data from multiple sources in a single place and unifies
and contextualize such data [40]. Large cross-domain applications could
benefit from DT capabilities for accurately representing a large aggre-
gation of objects and transforming them into services [19].

Minerva et al. [19] define the different properties that a DT must
satisfy, some of which can be used to support certain data processing
capabilities, as described below:

e Representativeness and Contextualization: virtual models of entities
will mimic the status and features of the real-world entities that are
relevant to the context of use. Such status and features will depend
on the specific location and moment in time of the entities in the real
world.

Reflection: real-world entities will be timely and univocally repre-
sented using the values of the attributes, status and even behaviour of
its virtual models.

Composability: virtual models of entities can be grouped into a
composed model according to the relations of the composition
amongst the corresponding entities in the real world and whether
grouping these virtual models offers advantages to satisfy the re-
quirements of the use case.

Entanglement: virtual models of entities must receive in real-time, or
close to real-time, the information that represents the entities in the
real world to make this information available to other applications
and services. It should be mentioned that this entanglement should
ideally be strong, i.e. the communication between entities and vir-
tual models should be bidirectional and in real-time.

Memorization: since DTs encompass real-world entities and their
virtual models, meaningful past and present data about such entities,
as well as the context of when and where such data originated, will
be stored for their later analysis.

Predictability: a virtual model of a real-world entity may be used to
simulate its behaviour and interaction with other entities to deter-
mine the outcomes in a likely future or context.
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DT’s modelling capability resembles certain aspects discussed in
Section 3, such as entity-based data fusion, feature-level data fusion or
the multi-modelling approach, and thus can be exploited for fusing data
to extract higher level information. Since the final purpose of data fusion
is to obtain high-level information to obtain better conclusions, data
fusion performed by DT enables the modelling and representation of
high-fidelity physical entities to achieve this goal.

DT also pose certain challenges that should be considered. The most
important, from the data fusion point of view, is the need to improve
modelling accuracy in a standardized manner [45]. Moreover, data are
generally not fully trustworthy, and the data required for modelling are
not always available or not necessarily available at the right time [19],
being necessary to generate synthetic data through simulation [46].
Another important challenge is related to the DT architecture and its
components: the modularization design principle needs to be explored
to improve modelling efficiency [47].

3. Related work

Data fusion is a multidisciplinary research area borrowing ideas from
many diverse fields, such as signal processing, information theory, sta-
tistical estimation and inference, and artificial intelligence [22]. Many
definitions for data fusion, also called information fusion or data inte-
gration, exist in the literature [4,22,13,23-25]. Data fusion can be
defined as “the study of efficient methods for automatically or
semi-automatically transforming information from different sources and
different points in time into a representation that provides effective
support for human or automated decision making” [23,24].

Data fusion extracts knowledge from raw data and improves data
output quality [5]. It could also encompass the amalgamation of (i)
original data to produce an output, and (ii) both original and processed
data to construct the more useful outputs required for decision-making
procedures and control-related activities. Data fusion can also be used
to perform more complex feature-based and decision-based amalgam-
ations of different types of input data to produce a numerical output, a
feature output, or a higher-level decision [25]. This explains why some
authors use the term data fusion when data are obtained directly from
sensors without any processing and use the term information fusion when
data are processed [15].

Data fusion offers meaningful advantages in handling heterogeneous
data and information [15] to achieve the following goals: (i) improve the
reliability (accuracy and completeness) of the data or information [15,
5], (ii) reduce uncertainty, (iii) increase information quality [15,25]
when information is obtained from multiple sources [15], and (iv)
extracting higher level information [5]. In the following, the work
related to data fusion is further analysed, focusing on classification
frameworks, techniques and methods, data fusion evaluation and the
main data fusion challenges are summarized.

3.1. Data fusion classification and models

Different surveys, such as [22,15], analyse and classify existing data
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Fig. 2. Digital Twins: physical entity and virtual entities, and some common properties defined by Minerva et al. [19] (extracted from [44]).
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fusion reference models and frameworks. Both surveys identify the JDL
model [26] as one of the most widely used data fusion models that fo-
cuses on the abstraction level of the data manipulated rather than on
their processing, although it is somewhat restrictive and especially
tuned to military applications.

A recent literature review [27] analyses the existing data fusion
models for multi-sensor fusion, i.e. when different channels are used to
facilitate multi-modality and multi-location. This review considers three
different categories, Data-level fusion, Feature-level fusion and
Decision-level fusion, as depicted in Fig. 3. The first focuses on fusing
information from different homogeneous sources to improve the quality of
the output. When heterogenous sources are to be fused, Feature-level
fusion or Decision level fusion are used. The former creates a higher
dimensional feature vector from the different sources, i.e. then used for
classification or pattern recognition. The latter fuses data from hetero-
geneous sensors to make a final decision for the input for the next steps
in the system. A well-known framework for multi-sensor fusion was
proposed presented by Kokar et al. [28], which was defined to support
all types of multi-source fusion, including data fusion, feature fusion,
decision fusion, and fusion of relational information with a measurable
and verifiable performance.

Khaleghi et al. [22] highlight the fact that research on high-level
fusion tasks and methodologies are attracting the attention of the
community, as the requirements for low-level fusion are already satis-
fied by the existing proposals. The Entity Based Data Fusion (EBDF)
process [10] is a proposal for high-level multi-sensor fusion that in-
tegrates information on the same real-world entity from different sour-
ces when high accuracy is required. As can be seen in Fig. 4 (left), EBDF
entails two steps, entity resolution (ER), to determine whether two re-
cords are referencing the same entity or different entities, and data
rationalization (DR) to extract and reconcile conflicting or incomplete
information being prepared for creating the final information product
related to an entity. An information product is a set of data or a piece of
information that represents an entity. Regarding the first step, even
using a highly parallel and high-speed processing system, the ER process
could take a long time to execute when many data comparisons are
needed, so that ER is usually performed on subsets of the source data

Types of Information Fusion
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Sensor 2

Sensor 1
Sensor 2

Sensor 1
Sensor 2
Sensorn

Sensor n Sensor n

Feature Extraction 1
Feature Extraction 2

Feature Extraction 1
Feature Extraction 2
Feature Extraction n Feature Extraction n

Features Extraction

Clasification 1
Clasification Clasification 2
Clasification n

Clasification
Final Results

Final Results

Final Results

Fig. 3. Core categories of most common abstraction level-based (low-level)
information fusion models (adapted from [22]).
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called blocks. The process for creating these blocks is called blocking. The
ER process only compares entity references within the same block to
reduce the number of comparisons; the smaller the blocks the faster the
ER process will execute. This blocking process is usually executed before
the ER process and can be considered as another step. DR may be both
the final step of the production of the information product and a pre-
cursor step for further processing. Healthcare is one of the domains in
which this proposal is clearly an advantage in avoiding life-threatening
situations, such as fusing information from different patients.

EBDF applies data fusion techniques at different points of the data
cycle to create the final information product that represents an entity. It
also identifies errors that may arise from the data fusion process and
describes alternatives for addressing them. It can be considered a fair
and comprehensive data fusion framework since it entails i) a data fusion
process, the EBDF itself, as well as ii) a data quality management process
(DQMP) focused on data accuracy, which is the most difficult data
quality dimension to achieve. Despite being a powerful proposal, it still
has certain weaknesses that may hinder its use, the most important
being (a) partial satisfaction of data fusion aspects and requirements,
since EBDF only considers two fusion steps apart from the optional
blocking, and (b) the assessment of a single quality criteria, accuracy, as
part of (c) an evaluation process that is not sufficiently detailed.

The aforementioned frameworks and proposals focus on multi-sensor
fusion. However, as indicated in [25], fusion may also be conducted by
exploiting other sources such as forecasting or simulation, or even using
other models that have different structures or inputs. The main reason
behind these approaches is that no single model can perfectly satisfy all
the demands of all the stages, phases and mechanisms of the use case
being developed. It is therefore claimed in [25] that a multi-model
approach is the only way to develop a final product that comprehensively and
accurately supports the information representation and meets the expected
requirements, removing or mitigating the errors caused by a single-model
approach. Although there is a wide variety of data fusion models to
build data fusion systems, general data fusion frameworks, functional
models and methodologies must still be developed and/or enhanced
[15].

3.2. Data fusion techniques and methods

According to Becerra et al. [15], once the architecture of a data
fusion system has been designed, the appropriate data fusion techniques
and methods to be used must be selected according to the task to be done
and the system to be developed. Different publications, such as [5,15,25,
27,101, identify the different data fusion techniques and methods that
can be used. Abrahart and See [25] state that the most popular tech-
niques for data fusion include low-level signal processing, traditional
statistical methodologies, decision-making techniques and artificial in-
telligence technologies. Lau et al. [5] describe two groups of data fusion
techniques, according to the different information enrichment obtained
after data fusion. These groups are as follows:

e common data fusion techniques such as data association, state esti-
mation, and decision fusion. These techniques are used to fuse lower-
level information to generate identical level of information.

e techniques associated with data mining such as classification, pre-
diction or regression, unsupervised Machine Learning, dimension
reduction, statistical inference and analytics, and visualization.
These techniques are used when simple input data from multiple
sources are fused to generate higher level information enrichment.

Qiu et al. [27] identify similar techniques but the authors group them
according to the abstraction level as Data-level fusion, feature-level and
decision-level fusion techniques. Qiu et al. [27] also state that different
data fusion techniques are used for fusing features extracted from ho-
mogeneous and heterogeneous sensors, depending on the purpose of the
fusion: (i) to reduce errors using methods based on probability and
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Fig. 4. (Left) Two steps of the Entity-Based Data Fusion (EBDF) process: entity resolution (ER) and data rationalization (DR). (Right) Points in the EBDF process
where errors may happen (adapted from [10]). S: Source data; B: Block, a subset of source data used to accelerate the ER subprocess execution.

statistics;(ii) combine data to transform them into higher level data via
machine learning algorithms; and (iii) solve space and time-dependant
problems using automatic feature representation based on deep
learning. Becerra et al. [15] state that data fusion techniques and
methods can be grouped according to the level of the process they are
applied to as: (i) sensor level, (ii) feature level, and (iii) score level. They
also claim that these techniques and algorithms can be grouped ac-
cording to the specific task to be performed, as (i) association, (ii) state
estimation, and (iii) decision fusion. These techniques are used mainly in
tracking processes.

Talbur et al. [10] consider that most data fusion systems currently
use one or two types of the following matching strategies: (i) deter-
ministic matching based on “if-then” logic with Boolean operators
“and/or” to make their decisions; (ii) probabilistic matching based on a
model implementing a scoring method; or (iii) matching based on ma-
chine learning. The earliest data fusion systems used Boolean rules
because they are easy to construct, explain and maintain, e.g. alignment
is fairly straightforward when using “if-then” style rules. However, the
Boolean rule strategy operates at the attribute level of the data, which
can be considered its major weakness.

As can be seen, there is a plethora of different data fusion alterna-
tives, although it is still necessary to develop a holistic framework that
guides the development of fusion systems. Data fusion implementation
should attempt to capture all the meaningful aspects of the input data to be
fused and consider the uncertain relationship between this data and the ex-
pected result of the data fusion process [25]. These aspects should be
considered when selecting the techniques to adopt for every data fusion
stage in the data fusion process.

3.3. Data fusion evaluation

Like any other software system, the assessment of data fusion sys-
tems, closely related to the Information Quality (IQ) assessment [22], is
based on certain quality criteria that they should satisfy. These criteria
are selected according to the application domain and measured using
specific metrics [15]. Different classifications of IQ criteria have been
defined, the best known being the ISO/IEC 25012 standard [21], which
defines the quality criteria that may be used to assess and improve these
systems. The need to properly identify and assess these IQ criteria has
led to some general data fusion frameworks to integrate them as an in-
tegral part of their definition to enhance their outcomes [15].

Evaluating the performance of the data fusion along with the reli-
ability is considered one the biggest problems for data fusion systems
[15], so that IQ has been introduced in the field of information fusion
systems. Unfortunately, IQ has not been widely explored in the data
fusion process due to the complexity of its assessment and is one of the
most complex stages in information processing. As there are no standard
and uniform metrics or comprehensive evaluation methods for infor-
mation fusion systems, developing an IQ assessment for data fusion
systems is a new and highly complex task.

Despite the relevance of evaluation for data fusion systems, there are

a limited number of proposals in this area. Some efforts have been made
to evaluate the quality of the information generated by data fusion
systems, such as [28,25,32]. However, most of these works simply
identify certain criteria, metrics and measures without offering many
details or precisely describing the tasks to be carried out, which may
hinder their systematic use. Moreover, most evaluations are conducted
considering information systems as black boxes, which turns the
description of the quality assessment into a complex and difficult task.

Some efforts have been made to improve the definitions of frame-
works and methodologies for evaluating the quality of the information
generated by data fusion systems. For instance, a set of guidelines has
been collected in [29], such as the use of standard test collections and
results, the exploitation of standard evaluation metrics, comparison with
other fusion algorithms, etc. It is claimed that these guidelines should be
considered for defining these frameworks to avoid the usual drawbacks
of existing strategies, and despite these efforts, the existing frameworks
still unfortunately have the aforementioned limitations.

As the performance of a data fusion system depends mainly on two
aspects (i) the quality of the input data, and (ii) the quality of the fusion
method, its evaluation must also focus on these two aspects. Both must
be jointly considered because a good IQ of the input data does not
necessarily ensure the high fusion process IQ [15]. The quality of the
data fusion methods is usually evaluated in terms of accuracy [30,31],
data fusion performance [32,33], effectiveness [34,31], consistency
[32], data fusion efficiency [34], and usefulness [31]. Accuracy is the
most frequently evaluated quality attribute [15] and the most difficult to
assess [6] because it can affect not only the source information but also
the information fused. Different approaches, such as different statistical
methods or techniques based on comparisons with different reference
datasets have been exploited for its evaluation. It should be highlighted
that accuracy is paramount in high-risk systems such as pervasive
healthcare systems [5,10], which explains why it attracts the com-
munity’s attention.

The EBDF proposal [10] is a framework that offers a Data Quality
Management Process (DQMP) to reduce errors and also the risks asso-
ciated with data fusion. DQMP considers the verification of accuracy, i) by
the original source of information, which is often impractical because of
the time and expense required, and ii) by comparing the information
collected to a reference source known to be accurate, which may not
exist or may not be ideal for the domain of interest. The paper claims
that, due to the difficulties and problems related to verification, most
data fusion processes normally rely on validation, which refers to the use
of rules, usually Boolean, to check for outlier values or unexpected
conditions in the source information. The failure of a validation rule
indicates that the source information is inaccurate. Rules may test the
quality of the values of individual fields for completeness, conformity to
a required format, timeliness and other relevant data quality di-
mensions. Other rules may test the relationships between data items
and, in relational models, to determine whether the relationships are
present and correct. However, it should be noted that a source infor-
mation passing the complete set of validation rules is not necessarily
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accurate, so that validation rules are usually considered as soft [10]
because they impose less strict conditions than the original data fusion
rules, i.e. a near match or partial match.

Some evaluation processes for the assessment of IQ guided by
frameworks and methodologies, for instance the one defined in [32],
rely on the use of evaluation software tools and testbeds [22,36]. For
example, the Boeing Fusion Performance Analysis (FPA) tool [35] is a
software that enables the computation of technical performance mea-
sures (TPM). It is typically executed manually to carry out a post-run
analysis of the input data, provided as a set of files. Although it is
claimed that FPA is platform-independent and can be used for any fusion
system, it is actually configured and used to evaluate the data fusion of
the Boeing tracking system. The multisensor-multitarget tracking test-
bed [36] is another tool for the evaluation of large-scale distributed
fusion systems for the surveillance of moving objects that is capable of
handling multiple, heterogeneous sensors in a hierarchical architecture.
The testbed is a scenario generator that can generate simulated data for
multiple sensors as well as a tracker framework that integrates different
tracking algorithms. Once the tracking systems are connected to the
testbed, this automatically generates the different scenarios and evalu-
ates the accuracy, completeness, timeliness, ambiguity, and continuity
in real-time mode. This tool offers an interface to human operators to
establish certain manual configurations. The main disadvantages of
these tools are that both rely to a considerable extent on human inter-
vention and cannot be used to assess the data fusion quality of appli-
cations in other domains.

Several publications explicitly identify the different issues and
challenges related to evaluating data fusion and how to properly mea-
sure an information systems’ performance. For example, in [22] it is
stated that there is no standard and well-established evaluation frame-
work to assess the performance of data fusion algorithms. They also
argue that data fusion performance evaluation is frequently done in
simulated or unrealistic test environments substantially different from
real-use cases and are frequently based on idealized assumption(s),
which makes it difficult to predict how a proposal would perform in
real-life applications. Some of the major, and usually ignored, problems
of fusion evaluation identified in [22] are, (i) that existing proposals do
not use a ground truth, even though many performance measures
require this knowledge, (ii) performance has different, possibly con-
flicting, dimensions that are difficult to capture in one comprehensive
and unified measure, (iii) performance measures might need to be
adapted over time or according to the given context, further standard-
ized measures of performance applicable to the practical evaluation of
data fusion systems being necessary. Some other open issues regarding
IQ monitoring and controlling are the following [15]: (i) the need for an
ontology of 1Q criteria, (ii) the definition a unified quality metric based
on IQ criteria, (iii) the definition of proposals for compensating a low IQ
and evaluating usability and IQ quality, (iv) the identification of the
effect of subjectivity on IQ and dependencies on the context, (v) the
quality assessment of the system changes, (vi) the adequate selection of
quality criteria, and (vii) the traceability of IQ assessment throughout
the process stages.

3.4. Data fusion issues and challenges

As Becerra et al. have stated [15], information systems have evolved
and improved their efficiency to collect, process, store, analyse, and
disseminate the enormous amount of heterogeneous data generated.
Nevertheless, designing a unique and generalized engineering frame-
work for these systems has become a very complex task because of the
constantly emerging problems regarding the context, quantity and
quality of data, information, and knowledge. Most of the unsolved issues
and challenges in data fusion are related to the quality of the data or data
sources, the data fusion process and evaluating the data fusion. The
following data challenges are identified in [5]:

Information Fusion 103 (2024) 102139

e Data quality. Data source quality directly determines the quality of
the fusion output. The specific data quality aspects to improve are
data sensing coverage and data sensing longevity. Insufficient data
coverage generates an unrepresentative result and often implies that
more sensors need to be installed to expand the sensing coverage.
Data sensing longevity refers to long-term data collection, which
depends on the capacity of the physical sensors to run independently
without the need for external power sources.

Data representation. A wide diversity of data sources frequently re-

sults in the incompatibility of data formats, especially when there is

no standard.

e Data fusion techniques. Extracting knowledge frequently involves
the use of data mining techniques to fuse different data sources. Low
level data fusion techniques have been well explored but current
research focuses on machine learning due to its ability to handle
high-dimensional data.

As described in [22], most data fusion issues arise from the data to be
fused as they may have outliers, spurious, conflicting and associated
data. Other issues arise from the specific nature of the application’s
environment. It is also claimed that the input data to the fusion system
may be imperfect, correlated, inconsistent and/or be in disparate forms.
This work also emphasizes that inherent data imperfection is the most
challenging problem of data fusion systems and suggest the following
strategies to address it:

e exploit redundant data to alleviate effects such as imprecision and
noise in the measurements and ambiguities and inconsistencies
present in the environment.

e treat highly conflicting data carefully to avoid producing counter-
intuitive results.

Scalability challenges are another issue related to data sources when
exploiting wireless sensor networks. It must first be decided how pro-
cessing should be conducted, since a centralized approach implies a
large communication burden. While a decentralized approach alleviates
this problem as each sensor processes the collected data locally, it also
provides additional complexity for the management and development of
distributed solutions. Wireless sensor networks may also cause potential
collisions and transmissions of redundant data. As indicated in [22],
many of these problems have been identified and investigated but no
single data fusion approach has addressed all of them.

To sum up, a process for evaluating the quality of the information
generated by data fusion systems should satisfy the following aspects as
described in Table 1:

4. Data fabric and digital twins for an enhanced data fusion
holistic framework

As mentioned in Section 3, a unique and holistic engineering
framework is required for information fusion systems. The holistic
framework should ideally encompass two main dimensions: (i) a data
management process able to satisfy all the requirements of the stages
and mechanisms of the pervasive computing system being developed,
and (ii) a quality evaluation process of data fusion that considers the
quality criteria and metrics selected for the system under development.
In other words, the data management process should support a
comprehensive and accurate representation of the information and offer
a set of appropriate data fusion techniques which are selectable after
designing the system architecture according to the tasks to be per-
formed. The quality evaluation process should carefully describe the
tasks to be done to facilitate its systematic use and be useful to detect
and reduce errors and so also the risks associated with the data fusion
stages, which was our aim in the present work. It should be noted that
each dimension of this Enhanced X-DLC (EX-DLC) framework supports
the characteristics identified in Section 3, especially those that required
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Table 1
Evaluation aspects to be satisfied by a quality evaluating process that evaluates
the quality of the information generated by data fusion systems.

Identifier =~ Evaluation aspect

EAl Define quality in a manner that all stakeholders, and especially users,
can understand.

EA2 Offer enough details of the different activities and carefully describe the
tasks required to allow its systematic use.

EA3 Allow the identification of certain standardized information quality

criteria, metrics and measures that should be selected depending on the
application domains.

EA4 Include accuracy assessment as mandatory, since this quality criterium is
paramount in data fusion systems, especially in high-risk systems such as
data fusion systems in the healthcare domain. and is also the most
difficult quality attribute to evaluate.

EA5 Cover the evaluation of both (i) the quality of the input data, and (ii)
quality of the fusion method, since good input data information quality
does not necessarily ensure good information quality of the fusion
process.

EA6 Support the evaluation using different verification possibilities (such as
comparison with the original information source or with a reference
source known to be accurate) and validation (e.g. Boolean rules,
statistical methods, machine learning and Al algorithms) according to
requirements and restrictions.

EA7 Support data fusion evaluation automatically on runtime.

EA8 Support data fusion evaluation as part of the actual system, not in a
separate testing environment.

the use of Digital Twins (DT). The DT properties defined by Minerva
et al. [19] used by EX-DLC, i.e. representativeness, contextualization,
reflection, composability, entanglement, memorization, and predictability,
will also be emphasized in the following sections. The proposed holistic
framework integrates and adapts several appropriate aspects, including
some from other proposals, to respond to the issues identified. The dif-
ferences between our proposal and others are summarized in Table 2 in
terms of the stages of their underlying data management cycle.

4.1. Data management process based on data fabric and digital twins

The goal of the process described here is to identify the features that

Table 2
Comparative amongst stages of studied proposals, X-DLC and EX-DLC.
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need to be supported by a pervasive system to obtain data from the
physical space, processing it and drawing conclusions for the virtual
space to act over the physical space. Data fusion is required to conduct
the data processing. The major data fusion objectives of this proposal are
related to multi-source information processing, i.e. 1) to process the data
related to all the attributes required for the fusion, 2) to increase data
completeness, and 3) to extract higher-level information for making
better high-level decisions. These decisions are usually related to entities
that are generally users and other elements in the environment, so that
fusing multi-sensor data to model and represent physical entities in a
computing system can be considered paramount for data fusion. The
need to represent physical entities also motivated the exploitation of
Digital Twins.

In addition to the data management process of healthcare data fusion
applications supported by the CloudDTH architecture [8](see Section 2),
other frameworks can be used to design IoT-based systems, such as
D-CPSS [50], which guides the design of the system architecture ac-
cording to a data process to facilitate the integration of the large
amounts of data to be processed by these systems. Both processes decide
the stages to be conducted, since the data are generated until they are
consumed or retired, including one or more data fusion stages. Many
systems supporting these data processes are deployed on cloud
computing platforms [8,51] and are also developed using the native
services offered by the cloud platforms. Public cloud platforms, such as
Google Cloud [52], AWS [53], and Microsoft Azure [54] offer profuse
details of the data processes integrated in reference architectures for
IoT-based systems that carry out some type of data fusion tasks at some
point. The challenges related to efficient data management are known to
be shared with other types of systems with similar characteristics,
namely intelligent, context-aware, or adaptive systems [55]. For
example, the Data Pipeline Model [37] incorporates Machine Learning
techniques for decision-making. Other proposals for context aware
systems add extra features to the process, e.g. the Context Toolkit [56]
parallelizes certain stages of the process. MAPE-K [57], defined for
self-adaptive systems, makes the data handled by a system available due
to its shared knowledge base. Table 2 shows the data management stages
supported by the analysed proposals.

Proposals — CloudDTH D- Data Context MAPE- Google Cloud  Microsoft IoT AWS Data X-DLC EX-DLC
Stages | Data Process CPSS Pipeline Toolkit K Data Data Lifecycle Lifecycle
Model Lifecycle Management
Evaluation planning v
Collection v v v v v v v v v
Ingestion v v v v v v v v v v
Raw data evaluation v
Raw data storage v 4 v v v v v
(optional)
Pre-processing 4 v v v v v v v 4 v
Pre-processed data v
evaluation
Pre-processed data v v v
storage
Modelling / v v v v v v v
representation /
simulation
Modelled data v
evaluation
Model history v v v v v v
Analysis v v v v v v v v v v
Inferred data v v
evaluation
Inferences history v v v v v v v
Visualization / actions v v v v v v v v 4 v
(planning and
execution)
Archive or retire v 4 v
(optional) (optional)
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A data process called X-DLC, based on the analysis of the stages of
these proposals was defined in [17] inspired by the Data Fabric
approach. As can be seen in Table 2, X-DLC includes most of the common
stages, i.e. collection, ingestion, pre-processing, analysis, and visuali-
zation and/or actions, as well as others not quite so common but also
identified by some of the data processes analysed. All the X-DLC stages
were defined to be highly cohesive and offer a higher degree of Sepa-
ration of Concerns than other proposals facilitating their traceability to
the components in the system architecture. However, the X-DLC stages
are not fully customized to a data fusion process and their data pro-
cessing tasks (especially those for data fusion) are not described in
detail. These problems led us to define Enhanced X-DLC (EX-DLC),
which integrates features from other previously proposed data fusion
models, including the well-known EBDF process and Kokar’s model (see
Section 3).

Data management stages supported by EX-DLC are also identified in
Table 2. As EX-DLC must be traced to the architecture of the system to be
developed, Fig. 5 shows these stages as system components and how
they run through time. Executing the EX-DLC stages, running from left to
right, does not require human intervention, as required in the literature
on data fusion. The stages aligned vertically in Fig. 5 can be run in
parallel to speed up the process, e.g. the analysis of the received
measured values that have been fused and modelled along with the
already stored historical fused data (Analysis) can be run in parallel with
the storage of the values received in real-time (Model History). Fig. 5 also
shows the stages in charge of carrying out certain data fusion tasks as
well as the DT properties exploited in each stage.

The transmission process, included in the Collection stage, may be
defined to support data processing for better data security, although
none of the data fusion proposals or ours explicitly addresses data pro-
cessing in this stage. As security is not the main focus of our work, the
transmission process data process is not described in the following sec-
tions. Any errors related to the physical system or sensor malfunctions
could affect the quality of the collected data and would also require data
fusion support. However, the data fusion in the physical system is
outside the scope of this work, so that few details will be provided on this
issue. Although the case study described in Section 5 to illustrate the use
of the EX-DLC is related to the healthcare domain, EX-DLC can be used in
other domains since its definition is based on generic proposals.

The EX-DLC stages described below also identify the DT properties
exploited and the data fusion aspects considered. Frequent errors that
can arise during data fusion are also identified so that they can be
properly addressed when they are detected during the evaluation.

: Digital Twins properties
. « Entanglement

Data Fusion Model

.« EBDF process: Data Rationalization (DR)
* » Kokar's model: Data-level fusion

¥
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4.1.1. Collection

In this stage, the data related to properties of entities relevant to the
system are obtained by sensor networks in the physical space. Multiple
sensors and sources can be used to measure the same properties of a
particular entity that may be a thing, person, place or process. The data
collected in this stage are transmitted to the computing system that
manages the virtual space (cyber-system), in which most of the data
fusion processing occurs. It should be highlighted that the security of
transmitted data should be guaranteed, so that a type of data processing
such as encryption can be used [56,58]. According to [56], another
appropriate data transformation or data fusion system can also be
implemented before the transmission, should it be needed by the system
under development, e.g. to detect physical errors or sensor malfunction
and to correct the resulting erroneous information. Data fusion tasks
carried out at this stage are outside the scope of this work, since the
focus is on the virtual system and this subject will be addressed in future
work.

Certain errors may occur [10] in relation to the source information.
Data quality defects may be in either (i) inconsistent formatting, (ii)
erroneous information difficult to detect and correct, and (iii) challenges
resulting from the use of semi-structured and unstructured sources, such
as social media. These errors can be eliminated or reduced during
pre-processing stage (see Section 4.1.4).

4.1.2. Ingestion

The cyber-system receives the entities’ data collected through a
component that acts as a gateway known as ingestion that routes mes-
sages from the devices in the physical space to the components imple-
mented in the next stages and can also be used to filter and discard
messages that include values outside the predefined valid ranges sup-
ported by the sensors. This prevents the cyber-system from receiving and
processing erroneous data, e.g. due to sensor malfunctions. However,
since this aspect is closely related to the physical system, it is outside the
scope of the present study.

Ingestion is partially supported by the entanglement DT property, as
it is related to the communication between the physical and virtual
spaces and the reception of data in real-time. This property will be
further described in the context of the Modelling/Representation/Simu-
lation stage.

Ingestion in EX-DLC is based on the blocking strategy defined by the
EBDF data fusion process [10] to facilitate the management of data
belonging to the different entities of the system under development.
When different types of entities are modelled, a different block is created
for each type, after which filtering-based routing is conducted to
determine the appropriate block in which to allocate the data received

+ Digital Twins properties
. = Predictability

Data Fusion Model

» Kokar's model: Decision-level fusion
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y / PRE-PROCESSED 4 ARCHIVE / RETIRE,
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Fig. 5. EX-DLC process. Stages exploiting the memorization DT property that do not perform data fusion are identified by *.
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according to their entity type. Apart from filtering, normally based on
Boolean rules, other low-level or sensor level data fusion techniques
such as data association, etc. can be used for data fusion in this stage
implementing the blocking strategy.

The main errors that may be introduced in this stage [10] include
placing various records with equivalent references in different blocks.
This means that their references cannot be compared by data fusion,
since it can only compare references in the same block, so that any re-
cords with equivalent references would not be linked and clustered
together. Creating different blocks for the different kinds of entities
helps to minimize this type of errors, as stated in Section 3.1.

4.1.3. Raw data storage

The raw data received are temporarily stored in this stage. If a
blocking strategy has been implemented as part of the ingestion, the
data are stored in different blocks. Storage can be useful, as stated in
[56], for traceability and detection problems, e.g. to detect transmission
or ingestion problems. This stage is partially supported by the memo-
rization DT property, which refers to the storage of meaningful past data
used to create virtual models of physical entities and its generation
context, as described in Section 2.2.

4.1.4. Pre-processing

The data ingested into the cyber-system may be inconsistent even if
they are related to the same entity. The purpose of the pre-processing
stage is to reduce errors in the data received. In this stage, processes
such as cleaning or transformation can be used to deal with data
received in an unsuitable format in order to extract and reconcile con-
flicting or incomplete information, according to the application’s needs.
These data transformation processes are also considered as data fusion.
This stage adopts aspects from the Data Rationalization (DR) stage of the
EBDF data fusion process and from Kokar’s model data level fusion.
Low-level or sensor level data fusion techniques, such as denoising or
feature extraction processes, Boolean rules, etc., are applied to the data
received to obtain missing data or transform them into a suitable format.
It should be highlighted that several data pre-processing stages can be
carried out in sequence, each one followed by a data storage stage, ac-
cording to the data fusion requirements of the system under
development.

The main errors that may be introduced in this stage [10] are as
follows:

e Errors in conflict resolution when two or more sources report
different values for the same attribute.

e Errors in value harmonization, i.e. errors in selecting the right value
for an attribute from a set of values with the same meaning but re-
ported in different ways (e.g. by different coding schemes).

These errors can be reduced by adding appropriate sensor and
measurement meta-data to the data received, as recommended in [56],
which can be used to support the pre-processing tasks, e.g. sensor pre-
cision or accuracy meta-data can be considered in the first case, and the
measurement unit as long with the value in the second case.

4.1.5. Pre-processed data storage

The pre-processing stage’s data output is temporarily stored and this
stage is partially supported by the memorization DT property, which, as
described in Section 2.2, refers to the storage of meaningful past data
from physical entities and its generation context.

4.1.6. Modelling, representation, and simulation of data

The purpose of this stage is to combine data related to an entity to
obtain high-level data that represents this entity. The values of the
digital model that represents or simulates the state of the physical entity,
i.e. its digital twin, are updated using the data received. This is also
considered a type of data fusion. Amalgamating models can be used to
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more completely represent the information. In EX-DLC, the modelling of
entities is based on the integration of the Entity Resolution (ER) and
creation of Information Product (IP) stages of the EBDF data fusion
process and on the Feature level DF stage of Kokar’s model. In order to
combine high-level data representing an entity as a DT, feature level
data fusion techniques, such as association, state estimation, simulation
processes, Boolean rules, etc. are applied to the pre-processed data result
of the previous stage. The challenges related to the contextualization,
representation, and modelling of data is supported by the Representa-
tiveness, Contextualization, Reflection, Composability, and Entangle-
ment DT properties detailed in Section 2.2.

The importance of the data fusion performed in this stage goes
beyond the representation itself. Data from the DT will be used as the
input to further analysis stages to generate high-level decisions. For
example, data representing a specific person, such as body temperature
and heart rate, can be analysed and used to decide whether this person
could be infected by the COVID-19 virus. DT will fusion and model the
information received from the previous stage by default, even if it is
erroneous. Data fusion techniques, such as Boolean rules, can be used as
part of the DT logic to discard or correct out-of-range values. As
described below, data management and data fusion evaluation processes
should be responsible for controlling and ensuring the quality of the
information at different points, including the stages prior to modelling.

Of the different errors that can happen during this stage [10], the
most frequent is the generation of many different records to model and
describe the characteristics of the same entity. Errors on deciding
whether the references of two data records should link to the same entity
can also occur and reduce the accuracy of the data fusion process.

4.1.7. Model history

Each update of the values of an entity’s virtual model is stored in this
stage for use in subsequent stages. This stage is partially supported by
the memorization DT property (see Section 2.2). The data stored in this
stage are used as an input for the Analysis stage.

4.1.8. Analysis

The analysis stage analyses the digital model and the historical data
from the previous stages and infers new information with a higher level
of abstraction to make decisions on the entities in the physical world.
Obtaining this high-level information is considered a data fusion task.
This stage is based on the Decision level DF stage of Kokar’s model, since
a high-level decision is obtained from a set of hypotheses using the in-
formation extracted and modelled in the Modelling/Representation/
Simulation stage. The high-level decisions are usually involved in
achieving the application goals. To obtain a unique high-level decision,
decision level data fusion techniques, such as statistical inference and
analytics, complex inference methods based on artificial intelligence
(AID) techniques like Machine Learning, Boolean rules, etc., are applied
using modelled and/or historical data. The EX-DLC Analysis stage is
directly supported by the Predictability DT property (see Section 2.2).

It should be noted that several unique high-level decisions can be
made in this stage, according to the application goals. For example, data
representing a specific person, such as body temperature and heart rate,
can be analysed and used to infer whether that person could be infected
by the COVID-19 virus. Similarly and simultaneously, data representing
a specific facility, such as temperature and humidity, can be analysed
and used to decide whether the air quality of that facility is acceptable.

Although not explicitly stated in [10], errors can also be introduced
in this stage that jeopardize the accuracy of the inferences results.

4.1.9. Inferences history

This stage is responsible for the storage of the inferences as historical
records, exploiting the memorization DT property, which may be used in
the Analysis stage. The DT property refers to the storage of meaningful
past data of physical entities and its generation context, as described in
Section 2.2.
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4.1.10. Planning

This stage identifies the actions that should be carried out according
to the results of the Analysis stage. These actions are provided to the
following stage for its execution. For instance, in the case study pre-
sented in Section 5, if it has been inferred that the distance between two
people is less than 3 metres during the Analysis stage, then the action
would be to warn these people about their proximity to each other. This
information would then be forwarded to the next stage, along with the
message recommending those involved to use a face masque to prevent
the spread of COVID-19.

4.1.11. Execution

The set of actions to be carried out, arranged in the Planning stage,
are received and executed in this stage. The execution of certain actions
may affect the physical environment according to the application re-
quirements. In these cases, the execution is delegated to the appropriate
actuators in the physical environment. In this proposal, this is achieved
by taking advantage of the (near-)real-time bidirectional data link pro-
vided by DT. This stage is thus partially supported by the Digital Twins’
property known as entanglement, related to bidirectional communica-
tion between the physical and virtual spaces (see Section 2.2).

4.1.12. Archive/retire (optional)

This stage is responsible for storing in a different setting or dis-
carding, as appropriate, the data stored in other stages. This is important
not only for the system performance, but also for optimizing the system
costs, especially in cloud-based systems. It is also optional, as the results
of the data fusion carried out as part of data management do not depend
on its results.

4.2. Data fusion evaluation process based on international standards

It is important to evaluate the information quality (IQ) of data fusion
in analysing the performance of a data fusion system. Some proposals,
such as the EBDF model, from which some aspects are incorporated in
this proposal, include a data quality management process (DQMP).
EBDF DQMP is focused on data accuracy, which is the most difficult data
quality dimension of those to be addressed. However, EBDF has some
flaws regarding this, so that our aim was to develop a comprehensive
data fusion evaluation process based on palliating the DQMP’s flaws and
satisfying the requirements given in Table 1.

DQMP [10] outlines a process for ensuring and improving the data
quality of data fusion systems that perform entity-based data fusion. It
focuses on (i) evaluating a single quality criterium, accuracy, and even
though most of the examples refer to applications in the healthcare
domain, the applicability of the proposal was not shown by a use case.
Furthermore, the (ii) quality management process is not sufficiently
detailed which hinders its use in a systematic manner. To complement
the DQMP and obtain a more detailed and standardized process, the
international standard for Systems and software Quality Requirements
and Evaluation (SQuaRE) ISO/IEC 25040 [20] was used to define this
proposal due to its similarities with the DQMP process. This standard
provides a detailed process description for evaluating software product
quality and specifies the requirements for its application. This standard
facilitates both the definition of the steps in the evaluation and identifies
the information quality criteria and metrics that should be selected for
different applications. Table 3 summarises the differences between the
three quality processes based on the evaluation aspects considered as the
ideal characteristics of a data fusion evaluation process in Table 1. It can
be seen that the data fusion evaluation proposed as part of EX-DLC is the
only one that satisfies all these aspects.

DQMP defines four components related to planning, control, assur-
ance and improvement of data quality, for which the proposal vaguely
enumerates some tasks to be carried out. These components and its tasks
are detailed in Table 4. Most of the tasks resemble the tasks defined by
ISO/IEC 25040 that are also given in Table 4 along with the equivalent
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Table 3
Summary of differences between the quality processes based on aspects specified
in Table 1.

Quality process
Evaluation aspect identifier DQMP ISO  Evaluation process for
EX-DLC
EA1 Stakeholders understanding of v v
Quality
EA2 Systematic use v v
EA3 Standardized information v v
EA4 Assessment of accuracy v v
EAS Quality evaluation of input data v v v
and fusion method
EAG6 Evaluation using verification and v v v
validation
EA7 Automatic Evaluation v
EA8 Evaluation in a real setting v

tasks in both processes. As can be seen, the (i) Data Quality Planning
component in the DQMP is equivalent to two tasks in ISO/IEC 25040, i.e.
Establish the evaluation requirements and Specify the evaluation. The
standard includes other tasks for the Design of the evaluation that has no
equivalent in DQMP. The Execute evaluation activity of the standard
corresponds with the components (ii) Data Quality Control and (iii) Data
Quality Assurance in DQMP. Finally, the tasks defined for the activity
Conclude evaluation of the standard have a similar goal to (iv) Data
Quality Improvement of DQMP. Few tasks of one process have no clear
equivalent to any task in the other process. The above indicates that both
processes can be complementary due to their similarities, so that our
proposal took the process defined by the standard as the base, since it is
better documented than DQMP, while additional DQMP tasks are also
considered.

Based on the integration of the ISO/IEC 25040 and the DQMP pro-
cesses, the tasks to be carried out for each activity are detailed below in
greater detail than the standard to address the EA2 evaluation aspect
(see Table 1). The first three activities defined by the ISO/IEC 25040
standard (Establish the evaluation requirements, Specify the evaluation,
and Design the evaluation) refers to the planning activities common to
both. We therefore consider these activities as part of a general planning
activity labelled Plan the evaluation as depicted in Table 4. It should be
noted that the redefined process will guide the evaluation of data fusion
systems and address the other requirements and challenges identified in
Table 1.

4.2.1. Plan the evaluation
The sub-activities and tasks of this activity are detailed as follows.

4.2.1.1. Establish the evaluation requirements. The first activity includes
the following tasks:

e 1la. Establish the purpose of the evaluation. Document the reason(s)
to evaluate the quality of the data fusion system. The general reasons
to evaluate data fusion systems are discussed in Section 3, for
example “measurement of the performance of the data fusion pro-
cesses performed by the developed system”.

e 1b. Obtain the software product quality requirements by interview-
ing the system’s stakeholders. Other requirements may also be eli-
cited from the bibliography of the application domain. These
requirements must be specified by a quality model such as the ISO/
IEC 25012 [21] standard, which was previously adopted for the
evaluation of data fusion systems and consists of a set of data char-
acteristics such as accuracy, completeness, consistency or credibility,
amongst others. Since data fusion aims to ensure the accuracy and
completeness of data and considering that accuracy is paramount and
one of the most difficult quality attributes to assess, these two quality
characteristics must always be evaluated. This facilitates addressing
evaluation aspects EA3 and EA4 specified in Table 1. According to
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Table 4
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Equivalent tasks and activities in the EBDF Data Quality Management Process (DQMP, the ISO/IEC 25040 evaluation process, and the new data fusion evaluation
process (selected task names include an identifier).

DQMP components
[59]

Tasks

ISO/IEC 25040 evaluation
process activities [20]

EX-DLC Data fusion
evaluation process

Data quality
planning

Develop and manage quality requirements

1a. Establish the purpose of the evaluation
1b. Obtain the software product quality

Establish the evaluation
requirements

Plan the evaluation

Data quality control

Data quality

Data quality

requirements
1c. Identify the nature of the defects in final -
product that create risks

- 1d. Identify product parts to be included in

the evaluation
Develop and manage quality standards
Determine acceptable levels for defects rates

- 2a. Select quality measures
2b. Define decision criteria for quality

Develop and manage quality policies
measures

1le. Define the stringency of the evaluation

Specify the evaluation

2c. Define decision criteria for evaluation

- 3a. Plan evaluation activities
4a. Make measurements

Product inspection by the established
techniques of statistical process control
Ensure the component parts of the product
fall within expected tolerances

assurance measures

Design the evaluation

Execute the evaluation Execute the evaluation

4b. Apply decision criteria for quality

4c. Apply decision criteria for evaluation

Error reporting and collection
improvement

Root cause analysis

Implement process improvements

5a. Review the evaluation results

5b. Create the evaluation report

5c. Review quality evaluation and provide
feedback to the organisation

Conclude the
evaluation

Conclude the evaluation

- 5d. Perform disposition of evaluation data

ISO/IEC 25012, Accuracy is defined as “the degree to which data has
attributes that correctly represent the true value of the intended
attribute of a concept or event in a specific context of use”. It has two
main aspects, Syntactic Accuracy and Semantic Accuracy, defined as
the closeness of the data values to a set of values defined in a domain
considered syntactically or semantically correct, respectively.
Completeness represents the degree to which data associated with an
entity have values for all the expected attributes and related entity
instances in a specific context of use. In other words, it decides
whether all the properties have values or if some are empty or null.
The definitions of the information quality and its characteristics in
the ISO/IEC 25012 can be used to address the evaluation aspect EA1
(see Table 1).

1c. Identify the nature of the defects in the final product that create
risks (from DQMP). In general, defects can affect (i) the input data
and every (ii) fusion method executed as part of the system data
management process (see Section 3.4). The data management pro-
cess specified in Section 4.1 identifies the errors that can happen in
each data fusion stage, i.e. Ingestion, Pre-processing, Modelling/Rep-
resentation/Simulation; and Analysis as well as those in the Collection
stage. Any other errors that can affect the operation of the system
under study must also be identified.

1d. Identify product parts to be included in the evaluation. The
components of the data fusion system to be evaluated must be
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identified by using the results of the previous task. Fig. 6 shows when
the evaluation must be carried out for the EX-DLC process, using
Boolean rules, after every data fusion stage (see Section 4.1). In other
words, the data fusion evaluation will be carried out after the
Ingestion stage to assess the quality of (i) the raw data received and
of the (ii) filtering method used for blocking; after each Pre-
processing stage, to assess the quality of the different pre-
processing methods; after the Modelling/Representation/Simula-
tion stage, to assess the quality of the data fusion methods used to
model entities; and after the Analysis stage, to assess the quality of
the inferences. This helps to address the EA5 evaluation aspect given
in Table 1.

le. Define the stringency of the evaluation. The goal is to provide the
appropriate security to the data fusion system quality for its intended
use and the purpose of the evaluation. This includes the expected
evaluation levels, the evaluation techniques to be applied and the
evaluation results to be achieved. The expected evaluation levels and
results are defined according to the guidelines in ISO/IEC 25012. At
least two acceptance levels should be defined for the evaluation re-
sults (see Table 7): unacceptable and acceptable. Acceptable is the
minimum satisfactory level. The minimum quality acceptance levels
for accuracy and completeness must be defined. The results for both
characteristics must be acceptable to consider the evaluation
acceptable. ISO/IEC 25012 specifies that the following stringency
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'ARCHIVE / RETIRE
= / EXECUTION // (OPTIONAL) /
ANALYSIS

MODELLED DATA INFERRED
EVALUATION DATA EVALUATION
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Fig. 6. Overview of the EX-DLC holistic data fusion framework. Evaluation activities (white background) are integrated with the EX-DLC data management process
when data fusion should be evaluated. The different data fusion evaluation methods and techniques that can be used at each stage are also identified.
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aspects must be used for the characteristics evaluated: type (inherent
or system-dependant), previous documentation/specification
required, measurement method, variables, formula, and scale. An
example is given in Table 7.

4.2.1.2. Specify the evaluation. This activity specifies the modules and
quality evaluation criteria and includes the following tasks:

e 2a. Select the quality measures. Quality measures should be selected
for every software quality evaluation requirement. The procedures
should measure every software quality characteristic (or sub-
characteristic) with sufficient accuracy to allow the criteria to be
set and comparisons to be made. ISO/IEC 25024 [61] defines data
quality metrics for quantitatively measuring the characteristics
defined in ISO/IEC 25012. The metrics will thus be selected
following this standard.

2b. Define decision criteria for quality measures. Decision criteria are
numerical thresholds or targets used to describe the level of confi-
dence of each result. A decision criterion should be defined for in-
dividual metrics and can be set using benchmarks, historical data or
other techniques. Since some works, such as [60], set the acceptable
threshold at 75 % and since it is mandatory to evaluate accuracy and
completeness, it is reasonable to establish that only results equal or
above a threshold of 80 % will be considered as an acceptable
measurement. Depending on the relevance of the attribute to mea-
sure, the value of its particular threshold could be higher.

2c. Define decision criteria for evaluation. This task prepares a pro-
cedure for summarizing different criteria for the quality character-
istics and its output should be used as input for the software product
quality assessment. Evaluation of the quality characteristics selected,
such as accuracy and completeness and others, will be considered
acceptable if the results for all the aspects of a particular product to
evaluate are acceptable, i.e. if the EX-DLC stages of data fusion
obtain a result equal or above the threshold defined in the previous
task. The overall evaluation of the system can be summarized from
the system’s particular requirements and application domain.

4.2.1.3. Design the evaluation. This activity finally specifies the evalu-
ation plan.

e 3a. Plan evaluation activities. All the previously identified evalua-
tion activities are scheduled as part of the evaluation plan, which
should include the purpose of the evaluation, standards, the avail-
able software and hardware resources, the people involved (if
applicable) as well as the evaluation methods (verification, valida-
tion, etc.) and tools as follows:

Evaluation techniques and methods must be selected according to
the application, from the plethora of different possibilities shown in
Fig. 6, and the stage of the process to evaluate. This addresses the
evaluation aspect EA6 identified in Table 1.

Tools should ideally be software tools to enable an automated eval-
uation in run-time and minimizing human intervention. They should
be integrated with the system’s real data as far as possible to address
evaluation aspects EA7 and EAS8, detailed in Table 1.

As the data fusion evaluation tools support is limited, it is recom-
mended to configure or develop the type of evaluation components in-
tegrated in the system architecture, e.g. as part of an evaluation
subsystem. This is especially appropriate for highly demanding (high-
risk) data fusion systems, e.g. data fusion applications in the healthcare
domain. The development of the data fusion evaluation subsystem
should be carried out at this point before continuing with the remaining
data quality evaluation framework activities and considering the plan-
ning specified in the previous tasks.

Based on the aspects defined in tasks 1c and 1d, Fig. 6 shows how the
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evaluation process is integrated with the data management process, the
stages of the evaluation process being identified by a white background.
The first, Evaluation planning, is related to all the activities and tasks
defined in Section 4.2.1. The other stages make up the data fusion
evaluation subsystem. Each stage must be developed as a component
that performs the data fusion evaluation processes included in task 1d,
according to what has been defined in task 2a. The components must
implement some of the methods and techniques summarized in Fig. 6
appropriate for the stage it is related to and the aims of the data fusion.
These data fusion evaluation components must be executed automati-
cally immediately after the execution of their evaluated data fusion
component. Fig. 6 shows how both the data management process and
the data fusion evaluation process can be integrated to form the EX-DLC
holistic data fusion framework proposed in this work.

4.2.2. Execute the evaluation
This activity consists in executing the evaluation and entails the
following tasks:

e 4a. Make measurements. The selected quality metrics are applied to
the identified software product parts or components, according to
the Evaluation Plan. As stated in the previous activity, every method
selected to evaluate the quality of the data fusion stages of the system
is executed in run-time by a software component that is part of the
system. Measurement results can be recorded in the system logs,
stored in a system database, or notified by any notification or
messaging mechanism.

4b. Apply the decision criteria for the quality measures. The decision
criteria are applied to the measured values. The result may be given
as the assertion to which every measurement converges, as defined in
2b. This task is conducted either as part of the operation of the
evaluation software components or manually.

4c. Apply the decision criteria for evaluation. The decision criteria
are summarized for each characteristic. The result of the evaluation
is given as the assertion to which the software product converges on
quality requirements, as defined in 2c. This is carried out either by
the evaluation software components or manually if no evaluation
system has been developed. The set of decision criteria is summar-
ised for all the sub-characteristics and characteristics as evidence of
the level of the quality requirements met by the data fusion system
and each of their data fusion stages.

4.2.3. Conclude the evaluation
The final evaluation activity includes the tasks for reviewing the
results, creating the final report, and providing feedback, as follows:

e 5a. Review the evaluation results. The evaluator/s and the requester
shall carry out a joint review of the evaluation results.

5b. Create the evaluation report. This report should include the re-
quirements of the evaluation, the results of the measures and ana-
lyses performed, any limitations or constraints, the evaluators, and
their qualifications, etc.

e 5c. Review quality evaluation and provide feedback to the organi-
sation. This involves evaluating the results and validating the eval-
uation process, along with the actions applied. The feedback given by
the evaluator should be used to improve the evaluation and the data
fusion processes.

5d. Perform disposition of evaluation data. If needed, all the evalu-
ation data shall be disposed (returned, archived, or destroyed) as
appropriate.

5. Case study

This section describes a case study in which our data fusion holistic
proposal was applied to address, amongst others, the issue regarding the
lack of real system use cases. The first dimension of the framework was
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used to guide the design and development of the prototype of a smart
and pervasive healthcare data fusion system for COVID-19 prevention in
nursing homes. After this, the data fusion evaluation of the prototype
was designed, following the second dimension of the framework and the
components of an evaluation subsystem were integrated into the pro-
totype. The holistic framework was applied according to the following:

1 Data management process based on data fabric and digital twins
(DT).

a Design of the system architecture and its components based on EX-
DLC considering that certain stages perform data fusion tasks and
that DT properties aspects support some of the stages, especially
modelling/representation/simulation (see Fig. 5).

b For every component of the system architecture that should
perform data fusion tasks, select the most appropriate data fusion
methods or techniques from the different possibilities, according
to the requirements and the corresponding EX-DLC data fusion
stage (see Fig. 6).

Data fusion evaluation process based on international standards

(see Table 4).

2 Plan the evaluation specifying the evaluation requirements and de-
tails, and the design of the evaluation subsystem based on (i) the EX-
DLC evaluation steps and (ii) their data fusion evaluation methods
and techniques (see Fig. 6).

a Execute the evaluation automatically as part of the system

operation.

b Conclude the evaluation.

[g]

A preliminary version of the prototype was described in [61]. This
paper focuses on the data fusion carried out by the data management
process and its evaluation, even though a smart and pervasive health-
care environment could become extremely complex, the current system
is offered as a simple prototype for the sake of simplicity and to facilitate
its applicability. We provide a summary of the prototype’s main char-
acteristics in Section 5.1, its architecture designed according to EX-DLC
and the DT properties that support the system, including the new data
fusion evaluation subsystem (see Section 5.2), and the results of the data
fusion quality evaluation (Section 5.3).

5.2. System description

The aim of the current prototype of a pervasive healthcare system is
the proactive prevention of the spread of COVID-19 in nursing homes,
considering that these centres have been seriously affected by this
pandemic. For this, the design was based on the well-known prevention
measures laid down by medical authorities worldwide, i.e. social dis-
tance, face masks, open spaces, unobstructed airflow, air quality, etc.

The smart pervasive healthcare system prototype was developed for
the nursing home “Las Hazas” in Hellin [62], Albacete, Spain. This
nursing home can accommodate 200 users and has numerous common
areas distributed over three floors. The maximum number of workers in
a single shift is 50. To prevent the spread of COVID-19 in the nursing

Table 5
System functionality and data used data.

Functionality Data used

Monitoring the location and physiological
attributes of system users

Detection of close contacts between users

Notification as a reminder of the
recommendation for proper use of face
masks

Inference and notification of infections

Measurement and analysis of the air
quality and notification of alerts for low
air quality and appropriate actions

Heart rate, body temperature and
location (longitude and latitude)

Location (longitude and latitude)
Location (longitude and latitude)

Heart rate, body temperature
Concentration of CO,, ambient
temperature, and relative humidity
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home, the prototype supports the functionalities given in Table 5. It also
illustrates the data gathered and used to support each one.

The inmates and staff wear smart bands for measuring their heart
rate, body temperature and location (longitude and latitude). The staff
take frequent readings of the inmates’ physiological signals by medical
devices connected to the elderly’s mobile devices. Mobile devices
transmit the data for individual users to the cyber-subsystem, which
carries out the data fusion required following the processes defined in
the proposal. In addition, the sensors installed in the common areas of
the nursing home measure the CO; concentration, ambient temperature
and relative humidity. The different facilities have a dedicated device
that receives the facility sensor signals and transmits them to the cyber-
subsystem. A maintenance technician periodically measures the facili-
ty’s properties using more accurate sensors connected to the facility’s
dedicated device. All users can see their physiological or location data in
real time from an application installed on their smartphone, that is also
used to provide notifications. The air quality data device in each room
includes a display with these data in real time. Other screens installed at
different points in the residence simulate a map giving the state of the
facility’s air quality in real time. The system administrators have access
to the data stored during the system’s execution. All the values are
shown associated with the attribute and the measurement unit if
applicable for easy interpretation.

5.3. System architecture and deployment

This section describes the proposed holistic EX-DLC framework was
used to design and develop a system that supports both the EX-DLC data
management process and the data fusion quality evaluation process. The
cloud platform chosen for the deployment of the prototype was Micro-
soft Azure [54], due to its suitability for supporting the development of
IoT-based systems. Fig. 7 shows the system architecture, which uses
different Azure services as components to support the different EX-DLC
stages. The Azure services used are classified into different types based
on their capabilities, as can be seen in Fig. 7. Azure Functions (Store raw
data, Pre-process user data, etc.) follows the serverless approach to
develop services that execute the core logic and were used to support
different stages of the data fabric architecture, especially to implement
the Boolean rules used in the data fusion stages. The Event Hubs service
(Hub user, Hub distance, etc.) was also used to support different stages
enabling the communication between the different services by acting as
an event broker. The Application Insights service monitored the operation
of the different services. Details of these services can be found in the
Azure documentation. The areas of the diagram are coloured according
to the EX-DLC stage that supports illustrating the data and the compo-
nents’ execution flow. The stages and components of the automatic
quality evaluation subsystem are also shown in Fig. 7 (white areas). The
architecture and deployment of both subsystems are detailed in the
following sections.

5.3.1. Data management subsystem

The architecture of this subsystem was designed as a data fabric
architecture that supports the EX-DLC data management process. The
components that support the optional stage of archive/retire (in grey)
are excluded from this prototype. The most suitable Azure native ser-
vices were selected for the different stages according to the stage re-
quirements and the capabilities offered by these services. Their costs
were also considered, plus the credit limit of the Azure subscription. As
can be seen in Fig. 7, the developed Data Management Subsystem is
composed of two main subsystems as follows:

e The physical and social subsystem is that of the nursing home’s real
environment augmented by different devices, sensors and actuators
for collecting data from multiple sources and unobtrusively reacting
to the needs of users and facilities. The devices, sensors and actuators
are related to a particular entity, so that this subsystem supports the
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Fig. 7. Architecture components of the prototype implemented on Microsoft Azure and the corresponding stages in EX-DLC, including additional evaluation stages.

first stage, i.e. data collection (see Section 4.1.1) from different
sensors and devices and also the execution stage (see Section 4.1.11)
if required. This subsystem was developed to fuse sensor data before
being transmitted by a multi-source approach. For this, the different
sensor data of an attribute are fused in the proxy device of the entity
it belongs to, e.g. smartphones or edge device, depending on whether
the type of entity is a user or a thing. These fused data are then sent to
the cyber-subsystem by the proxy devices. This type of entity-based
data fusion was implemented to ease the blocking strategy defined
for the next stages in the cyber-subsystem.

The cyber-subsystem is the computing system that performs most of
the data processing. Its main components support the data fusion
processes, including a modelling stage supported by DT. This sub-
system supports all the EX-DLC stages except the collection and
execution stages. It was decided to employ Boolean rules for all the
EX-DLC data fusion stages because of their simplicity and because all
the data fusion operations required can be performed at the attribute
level.

Ingestion is the first stage of the cyber-subsystem (see Section 4.1.2).
For its development, the IoT Hub service (IoT gateway) was used as a
gateway to the cyber-subsystem to facilitate bidirectional communica-
tion with the physical subsystem entities, receiving the data from these
and executing actions on the devices. This service also facilitates the use
of the Boolean rules exploited to support the filtering capability neces-
sary for the blocking strategy, i.e. different blocks are established for
different entity types. This blocking enables determining the type of
entity, user or facility of the data received, so that data of the two types of
entities in this system are transmitted through different hubs, i.e. Hub
user and Hub facility. After Ingestion, the CosmosDB service, a NoSQL
database, is used to store the raw data received in the established blocks,
based on their entity type (User raw data, Facility raw data) as part of
the Raw Data Storage stage (see Section 4.1.3)

After the raw data storage, a Pre-processing stage (see Section 4.1.4)
is performed using different Azure Functions. Its goal is to increase the
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quality of the data that will be fused to update the models of the entities
of the physical and social space. The attributes of an entity with multiple
values are processed to generate a single value. The Pre-process User and
Facility Data functions obtain this value from the sensor with the best
accuracy, resolution and priority. These single values are then stored as
part of the Pre-processed Data Storage stage (see Section 4.1.5) by means
of the corresponding Store pre-processed User and Facility Data func-
tions. They are also transmitted through the corresponding User and
Facility pre-processed Hubs.

After the pre-processing, as part of the Modelling/Representation/
Simulation stage (see Section 4.1.6), the Azure Digital Twins service
(Fig. 7, in yellow) is used to address the data contextualization problem
associated with the data fabric. It also supports data fusion since entity
data are managed by Azure Digital Twins instead of storing the data
received in an unstructured way through data lakes. The Azure Digital
Twins service receives the entities’ data collected by sensors in real time.
This service is also used to fuse and update the virtual models that
represent these entities as well as their different relations and in-
teractions at a particular time. The Azure Digital Twins service is thus
used to represent the physical world in the virtual world and connecting
them to each other. This also facilitates that further analysis processes
can make better decisions regarding the actions to be carried out to
satisfy the users and environmental needs using the fused information.
DT’s bidirectional communication capability is achieved in combination
with the IoT Hub service.

Fig. 7 shows that the Modelling/Representation/Simulation stage
implementation encompasses the Digital Twins service, Event Hubs ser-
vices as well as the following Azure Functions:

e Model user data and Model facility data are responsible for creating,
updating and deleting the different DT" models of users and facilities,
respectively, to represent the data received in real-time from those
entities.

o Get facility users is executed every time a user DT is updated and
obtains all the users that share the facility at that time.
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e Calculate distance processes the list of users from the previous
function and calculates the distance between the DT of the users by
their location (longitude and latitude).

e Update relations creates, updates and deletes relations between the
DT of a facility and the user entities obtained in the previous func-
tion, depending on the distance between them. After this execution,
the system model reflects the relation of proximity between all the
DTs of the users affected by the last update.

These functions, which are the services that perform the data fusion,
implement the appropriate Boolean rules for their goal.

The Digital Twins service also offers a tool for visualizing the entities’
DT in real-time (see Fig. 8). This tool creates a DT graph whose re-
lationships show the users (UserXXXX) in a certain room (RoomYY) and
those related to other users at a specific time. By clicking on each node of
the graph, it is possible to access to the real-time values received from
the selected DT. This graph clearly illustrates the ability of DT to
contextualize data.

The relational Azure SQL and CosmosDB databases Users history, Fa-
cilities history and Relationships history are used for storing historical in-
formation of entities and their relations supporting the Model History
stage (see Section 4.1.7).

The DT service also offers a tool known as 3D Scenes for Azure Digital
Twins to visualize the DTs within a 3D environment that represents the
real space and then check their properties, facilitating the multi-scale
and multi-physics modelling characteristic of DTs (see Section 2.2).
Using this tool, a 3D interface was developed to improve user experience
regarding other types of information visualization strategies. This
interface shows in real-time the status of the air quality in any room by a
colour scale (see Fig. 9). The interface also has a widget that shows the
air quality parameters. If the air quality is not adequate, an alert, rep-
resented as an icon, is shown in the interface. The information shown in
Fig. 9 can be seen as fused data related to all the nursing home facilities.
It should be noted that data fused, modelled and presented in this way
could be useful to nursing home staff, since they show the facilities that
require ventilation or even evacuation. It can also be used by the elderly
to indicate the facilities to avoid COVID-19 infections.

The data fused in the modelling stage are used during the Analysis
stage (see Section 4.1.8) to satisfy the requirements and achieve the
goals of the data management system. This stage is supported by four
different Azure Functions (each one related to an inference) that are
currently implemented as Boolean rules:

e Analyse proximity determines whether the distance between
different users is less than 3 metres to send them a reminder of the
recommendation of using a face masque.

e Analyse COVID-19 positive determines that a user is infected if the
values of their body temperature and heart rate are above the
thresholds laid down by the health authorities. The algorithm used is
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based on the evidence that for febrile cases of the disease, the heart

rate increases 15 beats per minute for each degree Celsius that body

temperature increases [63].

Retrieve close contacts obtains a list of users that have been in

contact with a user infected for at least 15 min in the last 5 days.

e Analyse air quality infers poor air quality of a facility if some of its
CO,, temperature and humidity attributes are out of the recom-
mended range for nursing homes by the health authorities.

The results of the inferences are stored in the Positive history, Poor air
quality history, and Close contacts history databases as part of the In-
ferences History stage (see Section 4.1.9).

The Planning stage (see Section 4.1.10) is run after the analysis has
been conducted. For every situation to be managed, an Azure function
was developed to plan the actions that should be taken according to the
inferred results, i.e. Plan close contact, Plan no-distance contact action,
etc. These actions are later run as part of the Execution stage (see Sec-
tion 4.1.11) using the corresponding Azure Functions, i.e. Notify close
contact, Notify put on masque, etc. Some of these actions simply send
notifications or commands to the devices that act as the proxies of the
entities, using the bidirectional communication capability offered by the
IoT Hub service.

It should be highlighted that the IoT Hub service records the different
devices associated with the different users and facilities modelled by
means of the DTs service and, thanks to the bidirectional communication
link, physical entities and virtual entities can be synchronized almost in
real time. The fast DT synchronization characteristic is paramount for
COVID-19 prevention, i.e. the system’s main aim. Adopting other less
complex approaches to store, query, show and notify information
without support for real-time communications would not therefore be
appropriate in this and similar cases.

5.3.2. Data fusion quality evaluation subsystem

As depicted in Fig. 7, the components of the evaluation subsystem
that carry out the evaluation of the data fusion stages were also imple-
mented in Azure Functions. Evaluate raw data (for every entity type)
evaluates the ingestion filter-based blocking quality. Evaluate pre-
processed data (for every entity type) evaluates the quality of the pre-
processing technique applied to the raw data, i.e. the selection of the
best attribute value. Evaluate modelled data evaluates the quality of the
entities’ relations created as part of the modelling. Finally, evaluate
inferred positives, inferred proximity, etc. evaluate the quality of the
corresponding analysis. All these Azure Functions services execute the
Boolean rules defined in Table 6. In all cases, the data fusion evaluation
component is executed automatically and immediately after the execu-
tion of their evaluated data fusion component, once the data fusion stage
results have been stored.
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Fig. 8. Graph of DTs and their representation at a particular time.



A. Macias et al.

o EiraCPSS - All rooms

= Items
Write here to filter items or alerts

Room04

§ inappropriate temperature
Room07

© inappropriate humidity
Room08

B inappropriate temperature
Room09

© Inappropriate humidity
Room01

Room02

Room03

Room05

Room06

Room10

Room11

Room12

Information Fusion 103 (2024) 102139

& 12 @ Temperature, Humidity, CO2

Room07

Status All properties

Temperature

Temperature

23,

Humidity

@ tnappropriate humidity

Relative humidity

29

€O2 Level

CO2 Level

560,

7

Fig. 9. Qualitative 3D interface representing the DTs depicting the nursing home facilities.

5.4. Case study data fusion evaluation

As mentioned, the system supports well-known COVID-19 preven-
tion measures that have been considered valid. This is why we consider
that the system can help to prevent infections. Bearing that in mind and
since our goal was not to evaluate the prevention system, but to show
how the data fusion evaluation process can be applied in a real system,
this Section does not describe an evaluation of the prototype but focuses
on showing the application of the EX-DLC evaluation process for eval-
uating the data fusion carried out by the prototype, i.e. by the subsystem
designed using the first EX-DLC dimensions. The data fusion carried out
by the system described in Section 5.2 was thus evaluated following the
evaluation process proposed here and defined in Section 4.2 to show the
proposals’ applicability. The following sections describe how the ac-
tivities of the data fusion evaluation process was conducted.

5.4.1. Plan the evaluation
The work carried out in the context of the three sub-activities of the
Plan the Evaluation activity is summarized in the following.

5.4.1.1. Establish the evaluation requirements. The evaluation re-
quirements are detailed in the context of the different tasks involved in
this activity.

e la. Determine the purpose of the evaluation. The purpose of the
evaluation is the measurement of the degree of precision of the data
fusion processes performed by the developed system.

1b. Obtain the software product quality requirements. Since the data
fusion system to be evaluated is a prototype and the purpose of the
work is to show the applicability of the framework proposed, only
the mandatory quality characteristics, accuracy and completeness,
are considered as quality requirements of the system.

1c. Identify nature of the defects in final product that create risks.
Based on the data management process proposed in Section 4.1, we
defined the four stages in which errors can be introduced: Ingestion,
Pre-processing, Modelling/Representation/Simulation and Analysis.
However, errors could also happen during the collection stage.

1d Identify product parts to be included in the evaluation. Based on
the data management process proposed in Section 4.1 and on the
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results of the previous task indicating the points at which errors may
occur, we defined four points to include in the evaluation: the data
management process stages of Ingestion, Pre-processing, Modelling/
Representation/Simulation and Analysis, since they are responsible
for performing data fusion tasks.

le. Defining the stringency of the evaluation. Two acceptance levels
were established for the evaluation results: unacceptable and
acceptable.

5.4.1.2. Specify the evaluation. The evaluation is specified in the context
of the different tasks included in this activity.

e 2a. Selecting the quality measures to use in the evaluation. As indicated
in Section 4.2.1, the metrics were selected from the standard ISO/IEC
25024. Since no additional quality requirements and characteristics
were considered other than accuracy and completeness, the metrics
semantic accuracy of data and syntactic accuracy for accuracy, and the
metric attribute completeness for completeness were selected (see
Table 7).

The real-world entities identified in the context of the use case
described in Section 5 are the users (elderly and caregivers) and nursing
home facilities. The selected metrics apply to the attributes of the user
and the facility. After the Ingestion stage, it should be determined
whether the different entities’ data have been redirected, using filtering,
to the right block, according to the entity type (user or facility). The at-
tributes to evaluate after the Pre-processing stage for the system
described in Section 5 are COg level, humidity, and temperature for the
facilities, and heart rate, body temperature, and location coordinates for the
user. After the Modelling/Representation/Simulation stage, the char-
acteristics of the user relationship attribute are evaluated. When the in-
ferences have been made in the Analysis stage, the user attributes of
proximity, positive in COVID-19 and close contact are evaluated. In the
case of facilities, the air deficiency attribute is also evaluated in this last
stage.

To measure the accuracy, it is necessary to establish the semantic and
syntactic rules for each attribute. For the semantic rules, the working
ranges provided by the manufacturers of the sensors were used. The
location attribute is composed of longitude and latitude, Sensor
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Table 6
Semantic and syntactic accuracy and completeness validation rules.
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Data fusion Characteristic Entity Attribute Rules to be applied
stage
Ingestion Accuracy Facility = Device name Contains “Facility”
(Semantic) User Device name Contains “User”
Accuracy Facility  Entity type Data set is of type Facility
(Syntactic) User Entity type Data set is of type User
Completeness Facility =~ Device name Value not null
User Device name Value not null
Pre-processing Accuracy Facility =~ CO; level Value between 0 and 1200
(Semantic) Humidity Value between 20 and 95
Temperature Value between —30 and 50
User Heart rate Value higher than 0
Temperature Value between —30 and 50
Location Longitude value between —90 and 90 and
Latitude value between —180 and 180
Accuracy Facility =~ CO. level Integer
(Syntactic) Humidity Integer
Temperature Integer
User Heart rate Integer
Temperature Decimal
Location Decimal tuple
Completeness Facility =~ CO. level, humidity, Values not null
temperature
User Temperature, heart rate Values not null
Modelling Accuracy User Relationship (IsRelated is true and Distance value between 0 and 3.00) or
(Semantic) (IsRelated is false and Distance value not between 0 and 3.00)
Accuracy Relationship Tuple of Boolean and decimal
(Syntactic)
Completeness Relationship Distance not null
Analysis Accuracy Facility  Air deficiency (Parameter is "Temperature" and Value >= 25 and Reason is "High") or
(Semantic) (Parameter is "Temperature" and Value <= 23 and Reason is "Low") or
(Parameter is "Humidity" and Value >= 70 and Reason is "High") or
(Parameter is "Humidity" and Value <= 30 and Reason is "Low") or
(Parameter is "CO2Level" and Value >= 500 and Reason is "High")
User COVID-19 Positive (IsPositive is true and Temperature >= 37.5 and HeartRate >= 90) or
(IsPositive is false and (Temperature < 37.5 or HeartRate < 90))
Proximity (State is “Far” and relation was deleted) or (State is “Far” and Distance > 3) or (State is “Near”
and Distance <= 3)
Close contact (IsCloseContact is true and Duration of contact >= 15’ and MinDistance <= 2) or
(IsCloseContact is false and ((Duration of contact < 15’ or MinDistance > 2))
Accuracy Facility  Air deficiency Value is double and Reason is string
(Syntactic) User COVID-19 Positive IsPositive is Boolean
Proximity State is string and Distance is Double
Close contact Duration is TimeSpan
Completeness Facility  Air deficiency Value not null
User COVID-19 Positive IsPositive not null

Proximity
Close contact

Distance not null
Duration, sourceld and TargetId not null

precision is used for each coordinate. Inferred values such as air defi-
ciency, positives in COVID-19, and close contacts are considered Boolean
values. Proximity between users is made up of an attribute composed of a
relation between users and the distance in meters. Syntactic rules
consider the expected data type. Table 6 shows these criteria in detail.

e 2b. Defining the decision criteria for quality measures. Apart from the
default threshold of 80 % to consider a measurement as acceptable
established in Section 4.2.1, the acceptance level was raised to 90 %
for the attributes of positive in COVID-19 or close contacts, given their
importance. Table 7 summarizes the acceptance level values for the
selected metrics for the quality characteristics and attributes, along
with the specified measurement method. It also includes the stage in
which the different entities’ attributes are fused.

2c. Define the decision criteria for evaluation. As mentioned in Section
4.2.1, every characteristic of every EX-DLC stage that performs data
fusion is considered acceptably evaluated if its evaluation result is
equal or above the threshold defined in the previous task. For the
case study, the global evaluation of the system was not summarized
in a pre-established manner, since we considered that the different
data fusion components operated independently. Although the

inputs of some of the components may depend on the outputs of the
predecessors, good data fusion quality in one does not guarantee
good data fusion quality in the others. Only the basic quality char-
acteristics of accuracy and completeness were evaluated.

5.4.1.3. Design the evaluation

As shown in Table 7, several Boolean rules were chosen to evaluate
the different quality characteristics selected according to the different
entity’s attributes fused in the developed system. Boolean rules are one
of the data fusion evaluation techniques described in Section 3.2, and
are easy to specify, understand, and implement. Since the fusion stages
implemented in the developed system are based on Boolean rules, using
them to validate the data fusion stages is the most logical and straight-
forward approach. However, as pointed out in Section 3.2, the Boolean
rules for validation are ‘soft’ with respect to the original data fusion
rules, i.e. they impose less strict conditions and only evaluate a near or
partial match.

The Boolean rules for validation have been implemented in the data
fusion evaluation components included in Fig. 6. Overview of the EX-
DLC holistic data fusion framework. Evaluation activities (white back-
ground) are integrated with the EX-DLC data management process when
data fusion should be evaluated. The different data fusion evaluation
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Table 7
Acceptance levels for entity’s attributes and selected metrics for each quality characteristic.
Characteristic =~ Metric/s Measurement method Attribute Stage(s) Acceptance
level
Accuracy Semantic accuracy of X: Ratio of attribute registries that fits semantic/syntacticrules  Facility =~ CO, level Pre- X>=0.8
data X=A/B processing
And A = number of attribute registries that fits semantic/syntactic Temperature Pre-
Syntactic accuracy of rules processing
data B = Total of registries Humidity Pre-
processing
Air deficiency Analysis
User Heart rate Pre-
processing
Body temperature Pre-
processing
Location Pre-
processing
Relationship Modelling X>=0.9
COVID-19 Analysis
positive
Proximity Analysis
Close contact Analysis
Completeness  Attribute Completeness X: Ratio of required attribute registries that are non-null Facility ~ CO, level Pre- X>=0.8
X =A/B processing
A= number of required attribute registries that are non-null Temperature Pre-
B = Total of registries processing
Humidity Pre-
processing
Air deficiency Analysis
User Heart rate Pre-
processing
Body temperature  Pre-
processing
Location Pre-
processing
Relationship Modelling
COVID-19 Analysis
positive
Proximity Analysis
Close contact Analysis

methods and techniques that can be used at each stage are also identi-
fied.. Following the guidelines described in Section 4.2.1, these evalu-
ation components are executed automatically in run-time immediately
after their evaluated data fusion component. The results of the evalua-
tion of the attributes range between 0 and 1. After the execution, the
evaluation of numerical results is interpreted and summarized to
determine whether or not they are acceptable, using the guide specified
in Table 7, also whether the data fusion evaluation has been satisfactory
according to what was defined in tasks 2b, and 2c and Ie (also in Section
4.2.1), respectively. The evaluation report is provided in the following
section.

5.4.2. Evaluation execution

The evaluation was conducted by carrying out load tests that fol-
lowed the guidelines given by Microsoft [64]. We also considered the
use limits of the Azure services deployed, their cost, and the credit
available in the Azure subscription in which the prototype is currently
deployed. A total of 250 users were simulated: 200 being the maximum
number of nursing home residents, plus 50 employees. The test lasted for
9 h, the period of the first daily shift in the nursing home, including the
playful activities period. The different tasks in the evaluation execution
activity are detailed in the following.

e 4a. Make measurements. After starting the execution, the data fusion
system is fed with pseudo-random data from the entities’ attributes
collected by the different system sensors. The collection emulator is
capable of generating invalid data (e.g. outliers) for certain attributes
within a configurable random percentage range, which was between
0 and 10 % for this evaluation.

Each time the components associated with the data fusion stages of
Ingestion, Pe-processing, Modelling/Representation/Simulation and
Analysis are executed, the related evaluation components (see Figs. 6
and 7) are executed after storing the data fusion results in the corre-
sponding database. The measurement method based on the formula
specified in Table 7 is applied to the output of every characteristic, i.e.
the data fusion results of every data fusion component. The numerical
results of the data fusion evaluation performed by every component are
currently provided as system logs. For example, Fig. 10 shows the results
of the evaluation of all the metrics after the pre-processing stage. The
’Formula’ column shows the operation conducted that divides the
number of data sets that passed the evaluation according to the corre-
sponding Boolean rule by the total number of data sets evaluated for
individual metrics. The result of this operation is shown in the ‘Result’
column.

e 4b. Apply the decision criteria for quality measures. As can be seen
from the images with the evaluation results included in the previous
task, the results are 1 or near 1 in most cases, but always higher than
the acceptance thresholds defined in Table 7. The corresponding
measurements were interpreted as acceptable if the acceptance level
threshold is achieved or surpassed, or as unacceptable in the opposite
case. This was executed manually and the interpretation was speci-
fied as Measurement result in Table 8 in Section 5.3.20.

4c. Apply the decision criteria for evaluation. The summary of the
decision criteria was carried out by grouping the different quality
characteristic results per characteristic and data fusion stage. The
corresponding characteristic results were interpreted as acceptable if
the acceptance of all the sub-characteristics was interpreted as
acceptable, or as unacceptable in the opposite case by a manual
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Fig. 10. Data fusion evaluation numerical results for the Pre-processing stage based on Table 7.

Summary of evaluation results per measurement and data fusion stage quality characteristic.

Data fusion stage Characteristic Entity Attribute Measurement numeric result Measurement result Characteristic result
Ingestion Accuracy (Semantic) Facility Device name X = 34,945/34,945 =1 Acceptable Acceptable
User Device name X = 487,005/487,105 = 0,9998 Acceptable
Accuracy (Syntactic) Facility Entity type X = 34,945/34,945 =1 Acceptable
User Entity type X = 487,105/487,105= 1 Acceptable
Completeness Facility Device name X = 34,945/34,945 = 1 Acceptable Acceptable
User Device name X = 487,105/487,105 = 1 Acceptable
Pre-processing Accuracy (Semantic) Facility CO;, level X = 28,543/30,242 = 0,9407 Acceptable Acceptable
Humidity X =29,779/30,366 = 0,9806 Acceptable
Temperature X = 28,566/30,366 = 0,9407 Acceptable
User Heart rate X =392,812/418,373 = 0,9389 Acceptable
Temperature X = 366,557/418,373 = 0,8761 Acceptable
Location X = 418,373/418,373 =1 Acceptable
Accuracy (Syntactic) Facility CO,, level X = 30,250/30,366 = 0,9961 Acceptable
Humidity X = 30,366/30,366 = 1 Acceptable
Temperature X = 30,366/30,366 = 1 Acceptable
User Heart rate X = 418,373/418,373 =1 Acceptable
Temperature X =418,373/418,373 =1 Acceptable
Location X = 418,373/418,373 =1 Acceptable
Completeness Facility CO, level, humidity, temperature X = 30,366/30,366 = 1 Acceptable Acceptable
User Temperature, heart rate, location X = 418,373/418,373=1 Acceptable
Modelling Accuracy (Semantic) User Relation X = 718,303/745,692= 0,9632 Acceptable Acceptable
Accuracy (Syntactic) User Relation X =745,692/745,692 = 1 Acceptable
Completeness User Relation X =745,692/745,692 = 1 Acceptable Acceptable
Analysis Accuracy (Semantic) Facility Air deficiency X = 34,793/35,162 = 0,9895 Acceptable Acceptable
User COVID-19 Positive X = 309,065/309,066 = 0,9999 Acceptable
Proximity X =120,234/120,234 =1 Acceptable
Close contact X =27,003/27,003 = 1 Acceptable
Accuracy (Syntactic) Facility Air deficiency X = 35,162/35,162=1 Acceptable
User COVID-19 Positive X = 309,066/309,066 = 1 Acceptable
Proximity X =120,234/120,234 =1 Acceptable
Close contact X =27,003/27,003 = 1 Acceptable
Completeness Facility Air deficiency X =35,162/35,162 = 1 Acceptable Acceptable
User COVID-19 Positive X = 309,066/309,066 = 1 Acceptable
Proximity X =120,234/120,234 =1 Acceptable
Close contact X =27,003/27,003 = 1 Acceptable

process. The interpretation was specified as Characteristic result in
Table 8 in Section 5.3.20.

5.4.2.1. Evaluation results and conclusions. The evaluation results and
conclusions are given according to the different tasks involved in this

activity:

e 5a. Review the evaluation results. The evaluation results were

reviewed and discussed by all the authors.

e 5b. Create evaluation report. The entire Section 5.3.2 can be seen as
the evaluation report. Table 8 constitutes a summary of the evalua-
tion results per measurement and data fusion stage quality charac-
teristic. As can be seen, the evaluation of the quality characteristics,
accuracy and completeness, is acceptable for each data fusion stage

performed by the prototype. From this it can be concluded that the
evaluation of the different data fusion components of the prototype
architecture was satisfactory, according to the criteria defined. The
overall evaluation of the system of this prototype was not summa-
rized according to a pre-established system as we considered that the
different data fusion components operate independently although
connected by inputs and outputs, and that the correct data fusion
quality of one did not ensure good data fusion quality in the others.

5c. Review quality evaluation and provide feedback to the
organisation.

From the satisfactory evaluation results, it can be concluded that the

proposal facilitates the design and development of data fusion systems
and helps to achieve the system’s quality requirements. Although the
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overall evaluation of the data fusion performed by the proposed system
seems satisfactory, the evaluation was performed in a period of only nine
hours to stay within the available Azure subscription credit and using
simulated data. Furthermore, only the basic accuracy and completeness
quality characteristics were evaluated. It can thus be considered that a
more complete evaluation, including more quality characteristics in a
longer period, etc. should be carried out to determine with greater
certainty whether the entire data fusion system can be considered
satisfactory.

e 5d Performed disposition of evaluation data. The results of this
evaluation can be made available and may be used as benchmark
data for future evaluations, especially if new requirements are
required.

6. Conclusions and future work

Society currently aims to maximize the benefits of developing novel
solutions in diverse fields such as healthcare to monitor and prevent
diseases, etc. Due to recent technological advances, certain computing
paradigms such as pervasive computing can offer enhanced personal
support beyond the conventional support offered by desktop computers.
The fusion of data collected by multiple sensors installed in the envi-
ronment plays an important role in this pervasiveness. These environ-
ments are also populated with actuators that can react unobtrusively to
the users and environment’s needs.

Several issues make data fusion a challenging task, most of which are
related to data or data source quality, the data fusion process and the
evaluation of the data fusion. Of the different data fusion quality aspects,
accuracy is the most difficult to address. The present work proposes the
EX-DLC holistic framework to improve data fusion in pervasive systems
by addressing the issues identified. It can be used to design the system
architecture, the data fusion approach and the data fusion evaluation as
part of the system, encompassing two dimensions:

e a process for guiding the design of the system architecture focusing
on the data management based on the process defined in [17]. It
integrates aspects of Data Fabric and Digital Twins to address the
relevant challenge of information representation of the different
entities of the physical space in the virtual space. This process also
includes aspects and techniques from different data fusion models.
We also analysed the way in which some of the properties associated
with DT are exploited by the data management process.

a process for the evaluation of data fusion systems based on inter-
national standards to ensure the quality of the data fusion tasks
performed by the system. It also offers guidelines for designing the
architecture of an evaluation subsystem that performs the evaluation
automatically in runtime as part of the system.

A system designed to prevent the spread of COVID in nursing homes
was also developed using the proposal. The system monitors and, if
necessary, controls, the activity, some physiological constants of the
users and the staff and the air quality in the building. The developed
system was configured to be deployed in a real Spanish nursing home
and used DT to model the nursing home users, staff and facilities. A 3D
interface was included in the system to show the state of the DTs that
modelled the facilities in the virtual environment. The satisfactory
evaluation results of the data fusion stages indicate state that the pro-
posal facilitates the design and development of data fusion systems and
helps to achieve the system’ quality requirements.

The proposal here presented exploits DT as one of its main founda-
tions, although it should be mentioned that some authors are against
their use because of the high cost of their development. For instance,
Barricelli et al. [48] state that the creation and application of a DT can be
costly because the maintenance of the physical entity itself is quite
expensive. Alternatively, a digital representation could be developed
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using fewer complex technologies such as a database, a set of equations
or even a spreadsheet. The key added value that DT supports is the
entanglement property. Its data link, ideally two-way, is what differen-
tiates DT from similar concepts. As the Digital Twin Consortium points
out [49], this link makes it possible for users to know the state of the
entity by querying data, and, for actions communicated through the DT,
to take effect in its physical counterpart, so that the physical entities and
virtual entities are synchronized at a specified frequency, ideally in near
real time and with high fidelity.

During the development of the proposal and the system, different
lines of future work were identified. One of these is to carry out a more
detailed study of architectural proposals to improve the process based on
Data Fabric architectures as well as its validation, developing different
more complex case studies than the one presented. Regarding the data
fusion, it would also be interesting to define the tasks performed as part
of the Collection stage in a more detailed manner considering aspects as
scalability, security, or sensors malfunction. It would be interesting to
integrate an additional pre-processing stage for the generation of data
when incomplete data are received from the Collection stage.

Although the overall evaluation of the data fusion performed by the
prototype was satisfactory, a more complete evaluation should be car-
ried out to determine whether the evaluation of the entire data fusion
system can be considered satisfactory in greater detail. This evaluation
could measure more quality characteristics, be performed during a
larger period of time, use real data, etc. The Boolean rules could also be
replaced by other data fusion techniques as well as more complex
evaluation techniques such as those based on Al technologies. A ground
truth or benchmark data, such as those already stored in the database of
the system developed, could be integrated into the evaluation system to
support the verification of the data fusion conducted using Al technol-
ogies. We would also like to explore including context in the data fusion
evaluation. Context is defined in [4] as metadata that contributes to the
situation assessment of data fusion systems and provides important in-
formation. Including context would improve the information quality of
the data fusion process and provide end-users with a better assessment
of the situation to make better decisions. Some recent studies [15] are
currently following this line of research.

Bearing in mind that the application domain and goals influence the
data fusion requirements, we plan to explore the system modelling also
considering the Domain-Driven-Design-based approach for architecting
Digital Twins proposed in [44]. It is also planned to add new function-
alities to the prototype and deploy it on other cloud platforms.
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